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UVODNI SLOVO
Véazeni Ctenafi,

do rukou se Vam dostava treti Cislo Ctvrtého rocniku naSeho Casopisu a pfi této prilezitosti
bych Vas chtél informovat o zménach ve vydavani Casopisu Ekonomika a management,
které jsou a budou realizovany v roce 2012.

V zavislosti na personalnich zménach pracovniki vydavatele doslo k 1. 12. 2011 ke zméng
sloZzeni redakéni rady Casopisu, kdy predsedou redakéni rady se stal prodékan pro védu
Fakulty ekonomiky a managementu Ing. Pavel FOLTIN, Ph.D. a dale doSlo k obméné
¢lend redakéni rady.

Dalsi vyznamnou zménou je rozhodnuti redakéni rady a vydavatele publikovat v asopisu
od roku 2012 prispévky pouze v anglickém jazyce scilem zvysit vahu Casopisu jak
v domécim prostfedi, tak i v zahrani€i svyhledem na zafazeni Casopisu do uznavané
mezinarodni databaze v budoucnosti.

VEéFim, Ze vySe uvedené pozadavky neodradi védecke pracovniky, pedagogy a dalsi autory
od publikovani v naSem Casopise.

Ing. Vitézslav JAROS, Ph.D.
vykonny redaktor

FOREWORD
Dear Readers,

You are just receiving the third issue of the fourth volume of our magazine. | would like
to take this opportunity to inform you about some changes in publishing The Economics
and Management magazine that are to take place in 2012.

As a result of the publisher personnel changes, the editorial board structure
of the magazine has been changed since 1 December 2011. The Vice-Dean for Science
of the Faculty of Economics and Management Dipl. Eng. Pavel FOLTIN, PhD was
appointed the editorial board chairman. There are also new members in the editorial board.

Since 2012 the Editorial Board and Publisher will publish the contributions only in English
language in order to increase the recognition of the magazine both at home as well
as abroad. The aim is to include the magazine to a recognised international database
in the future.

| believe that the above stated requirements will not discourage research workers,
pedagogues, and other authors from publishing in our magazine.

Dipl. Eng. Vitezslav JAROS, PhD
Executive Editor



Romana BARTOSIKOVA, EvaHOKE a Josef POLASEK

SPECIFICS OF BUSINESSRISK'S

Abstract:

Nowadays, companies have to respond to sudden changes caused not only
by the problems of growth but also collapses of different markets, decline of turnover,
soaring of costs and problems with liquidity. It is obvious that increasing risk can have
unfavourable impact on the companies and their economic results and thus it influences
not only their current but also their future prosperity. We live in the modern times
in which science and technology is developing intensively and new technologies are
constantly being created. Nevertheless, there are some new risks connected with this
phenomenon that did not have to be faced before. The article discusses business risks,
their categories and possible ways of their elimination.

1 RISKS

Risk is an inherent part of every business. On one hand it is connected with the hope
of huge profit, on the other hand, however, it is connected with the danger of business
failure. Risk has therefore two sides — a positive and a negative one. The positive side
involves a hope for success and profit. It is an impulse for development of the market
economy. The negative one, however, dwells in the threat of gaining unfavourable
economic results that could lead to bankruptcy. Increase in the number of risk factors
which companies encounter is atypica feature for the present time. There are many
causes of this phenomenon and the most frequent are structural economic changes,
globalisation and weakening of access barriers leading to the substantial increase
of the number of competitors. The expression “risk” assigns on one hand qualitatively
different athough on the other hand very close terms. Searching for adefinition
of the expression “risk” seems to be asemantic problem that cannot be universally
solved. It depends on abranch, on what is meant by this expression as well
as on the language in which “risk” is discussed [1].

The methodological process for the formation of the article was a combination
of literature studies with the descriptive method and method of analysis and synthesis.
Even though this topic is highly actually, barrier of writing this paper was the lack
of literary sources. Beginning of the next year, the authors plan to research the business
risksin the Zlin region.

Research will focus on smal and medium enterprises. The research will define
thethemost frequent business risks and their management tools and extend
the knowledge from the field.

In the economic and technica literature we most frequently encounter the following
definition: “Risk is alikely value of loss caused by agents or receivers of the risk
by the implementation of the threat expressed in monetary or other units.” Risk
istherefore meant to be athreat of occurrence of acertain loss. The financia theory
defines risk as*“volatility (fluctuation) of financial value (portfolio value, profit value
etc.) around an expected value caused by changes of a number of parameters. Risk
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isalso an inherent part of business, there is not any business subject that would not face
arisk. Risk of abusiness subject is defined as , a risk that dwells in the probability
of existence of apossible harm during particular time period, at a particular business
subject (a company) as aresult of an anomaly state (breakdown) in its regular failure-
free state. Business risks influence the company as awhole; have impact on its owners,
managers on all levels of management as well as on all employees of the company.

All companies aspire to protect themselves against risk. Risk cannot be entirely
eliminated but can be managed. Particularly due to the economic crisis business risks
have started to gain more and more importance in the last two years [4]. In 2010 1615
company bankruptcies were announced in the Czech Republic and it was arise by 159
bankruptcies compared to the year 2009. The number of insolvency proposals
concerning companies or entrepreneurs increased from 4425 to 4910. In average, every
month in 2010 135 bankruptcies were announced as opposed to the year 2009 when
it was by 14 fewer. Concerning trading companies in both years amount of bankruptcies
was amost the same — 104 in 2009 and 105 in 2010. Regarding individuas —
entrepreneurs — an average number of bankruptcies rose aimost twice from 17 in 2009
to 30in 2010 [6].

2 BASIC STRUCTURE OF BUSINESSRISKS

Basic structure of business risks is according to their seriousness and occurrence.
In such structure we distinguish so-called small, middle and big business risks. Small
risks donot limit company functioning, middle risks can bring more loss but
the company is able to cope with them. Nevertheless, big risks can cause such damage
which endangers the company in long-term perspective or can lead to its bankruptcy.
Business risk has two aspects that have to be taken into account. It is a positive aspect
that has impact on business subject as a kind of motivation and is connected with
the hope for success and successful establishment on the market with the huge profit,
with promising future of he company and its subsequent development. The negative
aspect of the business risk isconnected with doubts about loss, decline in turnover
and failure on the market. Company management should bear in mind that risk is
the main source of the company profit. Every company tries to protect itself against
risks which, however, cannot be fully eliminated but can be managed. To be able to
manage risks we need to be able to classify them. According to dependence on business
activity we distinguish objective and subjective risks[2].

From the perspective of a business subject, sorting risks according to their content
iIsthemost important activity. Risks are sorted out according to what aspects
of functioning of the business subject they dea with. In this case there are more
possibilities of sorting out the risks. One of them is sorting by:

Types of business risks according to their actual content [4]:
- Technical risks (technically-technological) — we encounter them mostly in research

and development of new products and technologies, they can, however, occur
as breakdowns of production facilities;



- Production risks — they are limited or lack different resources (raw materias,
materials, semi products, energy, workforce) and can endanger the production
process and its results;

- Economic risks — they involve costs risks caused by increase of prices of individual
cost items, they in addition involve inflation; risks connected with financial
and budge policy etc.;

- Market risks—retail (demand) risksin relation to the amount of sales and price risks
from the perspective of attaining retail prices — the source isthe behaviour
of the competitors;

- Financia risks — it is connected, for instance, with the availability of bank loans,
changes of interest rates etc.;

- Political risks — the risks caused by macro-economic and social-political
government (in the field of budget, finances, business, taxes, environmenta
protection, consumer protection etc.). Moreover, these are risks caused by activity
that is in the existing political system illegal (e. g. revolt, national and racial
demonstrations, wars, terroristic attacks etc.).

2.1 APPROACHES TOWARDS BUSINESS RISK

During every business decision-making process we aways consider more options
for solution. Of course, they are assessed according to the chosen criteria which can be -
profit, revenue, risk, costs, liquidity or cash flow. It isin particular true that the higher
the expected profit is the bigger risk it brings and vice-versa. The goal is to attain the
highest revenue with the lowest risk and the highest possible liquidity. According
to businessman’s preferabl e criteria we distinguish three attitudes towards risk [5]:

- A businessman can be reluctant to take a risk. In such case he aspires to avoid
substantially risky projects and prefers lower revenue and fast liquidity;

- As opposed to that, a businessman with an inclination towards risking seeks risky
projects with the highest revenues at the expanse of liquidity;

- The last attitude is caled “a neutral attitude towards risk”. In this case
abusinessman tries to find during the decision-making process balance among all
Set criteria.

3 MANAGEMENT OF BUSINESSRISKS

The main goa of risk management is to raise the possibility of the success in a business
operation and at the same time to minimise the danger of its failure. Therefore the work
with the risk has to penetrate the whole business operation from the beginning till the
end. The systematic work with the risk leads towards higher quality and success of the
whole business. One condition is that an expert with particular knowledge and
experience needs to participate in a business operation. Some bigger companies have
their own specialised staffs that assure risk management. Smaller companies, however,
outsource external consultants for this activity [4].



A truly effective risk management can be achieved only if [4]:

Strategy of the subject is clearly defined with regard to its main goals including risk
strategy;

There is a waell-functioning complex process of risk management which
is supported by suitable information system (a system for decision-making support,
expert system etc.);

Management lays sufficient stress on risk management and there are persons
responsible for risk management;

There is a well-functioning internal company culture and ability to constantly
develop and adapt to new risky challenges.

Risk management can be categorized into the following phases which are below briefly
characterised [1, 3, 4]:
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Identification of risk factors — it is the essential and the most demanding phase
of risk management. It requires experience and a systematic and creative approach.
Suitable instruments which can be used in this phase are for instance: prompt lists
(lists of questions arising from previous experience), control lists (an overview
of al potential risk factors), team discussion (brainstorming) etc. The result of this
phase is the determination of substantial amount of risk factors. Therefore it proves
useful to divide such risks into interna (breakdowns of production facilities, fires
etc.) and external ones connected with a business environment, such as decline
indemand and retail prices, increase in purchase prices, undesirable changes
of currency exchange rates and interest rates, competition etc. Another categorizing
then can be — systematic risks which strengthen all companies in the same manner
and unique risks specific for a given company;

Determination of the importance of risk factors — in this phase of risk management
we work with the most significant factors. For the determination of the importance
of risk factors an expert assessment and sensitivity analysis is used. The expert
assessment attributes the importance of a factor pursuant to the probability
of the occurrence of such factor and the amount of an unfavourable impact
on the company, its economic results and its financia situation. The sensitivity
analysis is then used for the creation of more real values supported by the range
of aternatives which reflect any uncertainty and provide some means
for the validity of presumptions,

Determination of the risk extent and its assessment — for the determination
of therisk extent we can use a range of approaches. More demanding approaches
lead to the establishment of an extent of the undesirable impact of risk events
and their probable occurrence. For such approaches, for instance, a risk matrix or
graphical schemes in the form of probability tree diagrams can be used. Less
demanding approaches for the determination of the risk extent of dwell
in the determination of weak points of the key risk factors. If the retail price is
the key risk factor then the critical point of the retail price is such amount of this
price a which a profit drops to zero. The closer this critical point is towards



the expected retail price, the higher the risk is and consequently the company
is more vulnerable;

- Risk assessment — the assessment of risk should lead to the conclusions about
acceptability or unacceptability of a certain risk and influence, the consequent
preparation and the selection and implementation of anti-risk precautions.
The precaution for the risk decline of can be categorized into two groups —
offensive and defensive. The offensive precautions aim at the risk prevention i. e.
the elimination of risk events. The defensive precautions are then focused
on the decrease of the undesirable risk impact of, i. e. weakening of the impact
on the company in the event of the occurrence of arisk situation.

The choice of the particular precaution against the risk depends on many circumstances
—in particular on financial and human resources which the company has at its disposal,
then on possibility to implement such precaution which does not always have to
be equal to the volume and quality of resources. Most risks ssimply cannot be restricted
or even removed. Analyzing the results of the risk analysis (sometimes it is only a very
brief consideration) we come to the conclusion of a necessity to decide what precaution
to choose against risk. Some risks can be dislocated and some stopped. In some
situations it is more suitable to avoid risk or to reduce such risk. When is it more
suitable to transfer risk or retain it? When does a company have to avoid risks or reduce
them or in what situations it suits most to be insured against risk? Suitability of each
of the mentioned tool of risk management in a given sSituation is determined
by the characteristic features of the risk itself [5].

Business risk is not firmly given. A manager or a businessman can reduce such risk
by implementation of suitable approaches and precautions or he can (mostly
in exceptional cases) entirely eliminate it.

CONCLUSION

Nowadays one of the most frequently used forms of the reduction of business risks is
the insurance of expected risk situations with the usage of products of traditional
commercial insurance companies. The insurance as a way of the transfer of the risk is
based on the principle of grouping of a high amount of individual risks which enables
to increase the possibility of the occurrence of risk situations and losses connected with
them. In the event of a risk situation an insurance company either fully or partialy
indemnifies the particular loss of the company for a certain fee (insurance that is a part
of company costs) according to conditions of the insurance contract. A traditiona
insurance area is pure risks. At present time, however, the insurance of many business
risks, which earlier were considered to be unable to be insured, have been extended.
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Gabor BERKOVICS, Zoltan KRAIJNC

THE MAIN ISSUES OF AIR DEFENCE
BETWEEN THE TWO WORLD WARS

Abstract:

The authors present the main issues of air defence between the two World Wars. They
give a general overview of air components of the Italian — Abyssinian, the Japanese —
Chinese andthe Spanish civil war as well. This article demonstrates the major
experience of the application of air forces especially anti-aircraft artilleries, fighter
activities, monitoring and reporting services and civilian air defences.

INTRODUCTION

The appearance of flying instruments opened up new dimensions and prospects
ofawar. The military regimes adapted new tools for the military purpose
at an incredible speed. Almost at the same time as the production of Montgolfier
brothers’ balloon and using it for military purposes (reconnaissance) began, the idea and
practice to fight against it also appeared. The successful experiment on 5th June 1783
in Annonay was followed by I. C. G. Hayne Prussian engineer's book in 1784, which
dealt with the new device for the military use. The airship was used for detection
in the siege of Mabeuge, Metz and Charleroi in 1794, in the battle of Fleurus in 1795%,
and in the siege of Mainz, Stuttgart and Donauwdrth®. A successful flight test on 17th
December 1903 opened up a new era in the history of aviation, which led
to the dynamic development of aeronautics. Not many devices ,,rose to the top” in such
a short time in the means of armies.

As a result, the organization and development of the air force began®. The XXth century
brought the revolution of military affairs as well. The adaptation and practical usage
of scientific and technical achievements were probably the fastest in this field. First
France, then Great Britain, Italy, Russia, and a bit later Germany organized and set up
their air force system and first air squadrons. In 1910, Russian and French®, in 1911
German and Austro-Hungarian armies as well used aircrafts for reconnaissance and
courier services in their army manoeuvres. Airships also participated in these activities.

Soon the navy experiments began too. (On 14th November 1910 a successful take-off
was implemented from the deck of Birmingham cruiser / USA /).

The military commands started, though with not the same capacity, to deal
with effective protective options as well. Ground fire means and aircrafts themselves
were the fundamental tools for them, but very soon they turned out not to be effective
enough without the information of monitoring and reporting systems. This resulted

! Malovanyi Séandor: A repiilégép megjelenése és alkalmazasa az els6 vilaghabordban, ZMKA
Hadmlivészet torténete tanszék, Jegyzet (évszam nélkal), p11.
2 Siménfalvy Tihamér f6hadnagy: A léghajé a tabori és varharcban. Magyar Katonai Kozlemények
(a tovabbiakban MKK) 1909/11, p1016.
® Groehler, Olaf: A légi habor(k térténete 1910-1970, Zrinyi Katonai Kiadd, Budapest 1980., p11.
* A replil6gépek felderité szolgélata az 1910. évi francia hadsereggyakorlaton, MKK 1911/1 5p2-60.
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in the appearance of the three fundamental components of the air defence during
the ,,Great War”: fighter forces, anti-aircraft artillery and reporting posts.

At the beginning of the World War 1 it turned out that the defence was necessary against
aircrafts, which counted to be still relatively new weapons, as during their exploratory
activities their artillery firing caused significant losses. Their duties expanded soon,
such as to bombing courier services, troops, transport junctions and objects, etc.
It became necessary to apply own similar military equipment (armoured reconnaissance
aircrafts), and also to develop a new type of a protective device (the anti-aircraft
artillery) against the enemy planes. Although at the beginning of the war none
of the countries had a significant amount of air vehicles, this soon changed
dramatically®. The quantity of aircrafts by the end of the war increased 17 times
in the German army, 31 times in the French army, 34 times in the British Army and 18
times in the Austro-Hungarian army; meanwhile the duties of the rudimentary air forces
became more and more specialized. By 1918, the basic means of air forces
formed: fighter, bomber, reconnaissance air troops, in about a 40-40-20% split®.

During the war aircrafts not only performed reconnaissance, courier service, and fire-
control tasks, but increasingly also bombing troops and objects. It became clear to all
individuals and organizations dealing with military issues that the hinterland would
become just as vulnerable as the front. This fact led to the creation of a civil air raid.

1 THE DEVELOPMENT OF AIR DEFENCE AFTER THE GREAT WAR

The dynamic evolution of aircrafts after the World War | — which were almost
exclusively applied in military tactics - added a new task slowly becoming of a military
strategic significance. Potential bombing of hinterland objects as aircraft duty became
of growing importance, which I was only a sporadic activity during the World War.

Thus, not only the front and its immediate background needed to be protected from air
strikes but also the protection of the inner areas of the mother country had to be planned
and organized.

Air defence and its implementation according to the general idea consisted
of the following:

- Air defence fighter forces;

- Air defence artillery;

- Monitoring and reporting systems;

- Passive defence regulations, which were divided into military and civilian parts;

- Prevention activities.

The high and even growing speed of the attacking means, the difficulties in detecting
attacks, and the decreased reaction time to attacks became more and more serious
problem for air defence. Because of them, the degree of the organization and
preparation of air defence had a very high significance. It was reasonable to organize air

> Malovanyi Sandor: A repiil6gép megjelenése és alkalmazésa az elsé vilaghabordban ZMKA
Hadmlivészet torténete tanszék, Jegyzet (without year denotation) p46.
® Groehler, Olaf: A légi habor(k torténete 1910-1980. Zrinyi Katonai Kiad6, Budapest, 1983. p39.
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defence on a territorial basis for the detection of air threats, repelling attacks (active air
defence), or reducing the consequences of disasters (passive air defence”).

The armament restrictions and the total failure of Geneva Disarmament Conference®
inspired the political and military leaderships to carry out the growing arming. The 20's
and 30's wars were also analyzed with great attention. By the thirties, there was some
new war experience available, which was definitely worth using in building up the air
force, air defence, and operating them in the future. In the indicated period, three major
wars were fought, in which air-military activities also took place. That experience could
be used.

2 THEITALIAN - ABYSSINIAN WAR

On October 3rd 1935 lItaly started to attack Ethiopia to subjugate it and make it
a colony. With more than 300 aircrafts, Italy was practically unrestricted air superiority
from the beginning of the fight. The Ethiopian "Air Force" was just as insignificant and
outdated as its ground-based air defence.® The Italian Air Force basically stroke
on military formations, as the country almost didn’t have any infrastructure and
economic targets which were worth attacking. The attacks against the armed forces, as
the response was minimal, were usually from a low-level flight. The Italian ground
forces broke the Ethiopian barriers, which were considered to be stronger,
by the focused strikes of the Italian artillery and air force. They could cause significant
losses from the air in the Ethiopian troop concentrations, reserves, and the retreating
forces.

The air force was also successfully used for dealing with the supply, air transport and
medical tasks.™® Direct actions against the population - sometimes very savage — had
more of a psychological effect; however, they had no impact on the outcome of the war.
The most serious problems of the Italian air force were thousands of kilometres
of supply and resupply lines, a complete lack of the local possibility of components and
refuelling, and the uncommon climate. This war gave very little practically useful
experience and information for other air forces because of the excessively
disproportionate balance of power on the two sides.

3 THE JAPANESE - CHINESE WAR

On 7th July 1937 Japan attacked China again to extend their jurisdiction. The
Manchurian Japanese land forces and the flying forces of a part of the fleet'* operated
with one another according to a joint plant against the Chinese targets. Besides the
military targets they attacked mainly large cities, however, they couldn’t make rapid
success as they expected, although the Chinese civilian population suffered serious
losses. Moreover, at the beginning of the war the Japanese bombers attacking without a

7 Passive air defence, "the country's protection of a structure whose purpose was: a defence against air
raids administrative, social and economic organization, to prepare the population for protection against
air raids and air strikes to reduce the effects of the liquidation of damages.” Hadtudomanyi Lexikon,
p786. Magyar Hadtudomanyi Tarsasag, Budapest, 1995. Fészerkesztd: Szabo Jozsef

® Hadtorténeti Levéltar (HL) HM 1934. Eln.o. I. tétel 113129.

% They owned 6 pieces of POTEZ fighters. Groehler, Olaf: A Iégi haborik torténete 1910-1980. Zrinyi
Katonai Kiado, Budapest, 1983. p125.

9 Horvath Arpad: A hadirepiilés évszazada. Zrinyi Katonai Kiad6, Budapest 1968. p124.

1 About 300 aircraft belonged to the Army payroll, and 219 devices to the Navy.Groehler, Olaf: A Iégi
haboruk torténete 1910-1980. Zrinyi Katonai Kiadd, Budapest, 1983. p127.
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fighter cover suffered major losses. At the beginning of the war, the Chinese air force

possessed more than 100 fighter planes. After the Japanese Air Force won the air

superiority, they could operate relatively without limitations. It was achieved by striking
airports, military infrastructure and supplies and not by civilian terror-bombings. By this

— not yet finished — war, military leaderships could learn the following:

- Weaker, but still tightly organized ground forces and hunter aircrafts can cause
unpleasant losses to fighter bombers even besides their fighter accompanies;

- It is essential for the different military air force means to co-operate, since
the Japanese won air superiority over China involving their naval air force;

- In the shipping training, besides the individual coaching, practising bond tasks is
of the major importance. The Chinese air force was in a drawback compared to its
Japanese enemy in this field as well;

- It had no sense or effect to bomb civilian targets before winning air superiority, and
even after that it was doubtful it could achieve the desired result;

- For the protection of the civilian population and industrial production, it is necessary
to plan, organize and solve the early alarming, building of a shelter system, fire
fighting, rescue, and covering, masking the potential civilian targets as well.*?

From the above - very briefly - mentioned two wars, very few conclusions could
be made for organizing a modern air force, air defence. However, from 1936, there was
a war in Europe, which, regarding its geographical, climatic, expansion, quantitative
and qualitative features, could serve with lessons worth learning. It was the Spanish
Civil War.

4 THE SPANISH CIVIL WAR®

The open conflict of the republican and the coup forces began on 17-18th July 1936.
The size and quality of Spanish air force and air defence corresponded to the category
of what the contemporary Hungarian military trade press called the 'small countries' air
defences and air forces. Out of the 277 aircrafts™®, which were considered to
be moderately modern - 214 pieces were in the hands of the republican forces™.

However, the "Franconian national™ forces were very quickly supplemented with
Italian'® and German®’ air forces, and later the Republicans also received aircrafts from
the Soviet Union'®. The war was observed with a great interest by military regiments,
including the Hungarian General Staff as well. They had relatively accurate and up-to-
date information on the application of air force and air defence issues, and thus they
could make the correct conclusions. The Hungarian military leadership gained
information primarily from the "nationalist’™ sources, and although they sometimes
differed mainly in terms of quantities from the dominant source of Olaf Groehler, they
were yet plausible. In the first half of 1937 the opposing forces were roughly
balanced.*® Both parties owned about 200-200 means (this quantity also increased

12 Komposcht Nandor: A honi légvédelem haboris tapasztalatai a fejl6dés szolgalatdban. Légoltalmi
Kodzlemények 1941. december 15., p393-394.

13 Mainly according to HL. VKF 1.0. 2912/EIn. 1937 és a HL.VKF 1.0. 262/EIn. 1938.

 The Spanish air force mainly consisted of NIEUPORT-52-C-1and BREGUET 19A-2 aircrafts.

1> Groehler, Olaf: A légi habor(k torténete 1910-1980. Zrinyi katonai Kiad6, Budapest 1983., p129.

® Mostly CR-32, SM-79 és SM-81 type aircrafts.

" Mostly JU-52, HE-45,46,51,70,111 aircrafts.

181-15,16, SB és R-5 aircrafts.

¥ HL. VKF 1.0. 2912/EIn. 1937.
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significantly for both parties during the year). They were 40-45% fighter aircrafts,
30-35% bomber aircrafts, 20-25% reconnaissance aircrafts. The Hungarian military
leadership could only get some data about anti-aircraft artillery from the "national” side.
According to that, they had 14 batteries of 75 and 88 cm anti-aircraft guns and
an unknown quantity of air defence guns.?® From the republican side it could only
be found out that they had unknown number of anti-aircraft guns and cannons, many
of which were received from the Soviet Union. There were no credible data about
the construction and number of the applied monitoring and reporting patrols. By and
large, however, the acquired information - especially in matters of the application -
proved very important and useful, usable procedures and experience. These can be
summarized in the following areas.

General Features:

- The application of air force and air defence was the most important issue
of the leadership. The maximum efficiency was achieved by a strictly focused,
centralized leadership. For the protection - not in the general organization,
management, but in the concrete implementation of combat - however,
a decentralized method often proved to be more effective;

- For the effective implementation of the air defence, very closely coordinated
armaments, and in need, the allocations of tasks were needed. Certain safeguarding
tasks could only be fulfilled with air defence artillery although the fighters were
to be much more efficient;

- Safeguarding the manoeuvres could not be successfully resolved;

- A significant part of air force losses were caused by its own fire (due to the poor
cooperation, flow and exchange of information and organization) and technical
problems. This ratio could be up to 20% or more.

5 THE EXPERIENCE OF THE APPLICATION OF AIR FORCES

Air forces were used for the following duties:

- To detect enemy troops, protection systems, movements, transfers, vulnerable
military and civilian targets;

- To strike on military and civilian targets: air force was particularly used against
troops settled in the front-line and its immediate surroundings. They were mostly
involved in solving tactical tasks. The effectiveness of attacking civilian targets and
population was below the expected level. The most active actions were against the
following priority military targets: "command battery posts, headquarters, infantry
protection, charging infantry, tanks, battery posts, monitoring sites, suspicious
thickets and forests, reserves, airports, motor car mainstays, ports”. Interestingly,
although it would be quite logical, the posts of anti-aircraft artillery were very rarely
stroke from the air, strikes were tried to be repelled by artilleries. The most typical
civilian targets were: ,railways, trains, railway stations, warehouses, bridges, post
centres, radio stations ";

- To fight in air with the bonds of the attacking air enemy;

- Manpower supply and transportation;

- Rarely courier;

2 As a comparison, the Hungarian Royal Army’s similar toolkit consisted of 192 pieces of aircrafts then
(Téth Sandor: A Horthy hadsereg szervezete (1920-1944) I. rész, Hadtorténeti kdzlemények 1958/1,
63. oldal), 21 air defence artillery batteries, and 112 anti-aircraft artillery machine guns gradually
deployed in war.
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Weapons used by air forces:

The most important weapon was the bomb: against infantry mostly sensitive
explosive bombs were used (mainly the 1-10 kg type). Incendiary bombs were used
in the bushy, wooded parts. For larger targets and destructing forts 20-25 kg bombs
were used. Bigger bombs were rarely - and rather for psychological effects (panic) -
applied. The biggest bombs were usually 50 to 250 kg explosive ones;

After the bomb release when attacking military targets — depending on the strength
of the fighter protection and repelling fire — the flying devices often re-stroke, using
machine gun fire;

A mix of exploding and incendiary bombs were used against civilian targets;
to demoralize the combatants and the civilian population flyers were often scattered
down from aircrafts;

As an occasional weapon, a smoke bomb was also sometimes used, especially
against the field armies and the frontlines;

According to the information given to the general staff no combat gas was used.

Battle methods of air forces:

In case of stand combat and long-term protection: after a systematic, accurate
detection, attacking the selected targets in several waves;

In case of a moving battle: occasional attacks were in common, they were based
on the information gathered during the battle, and on direct detection. Most
of the air attacks against troops carried out by air forces were done during the day,
at lower heights (usually from 50 metres altitude). Great care was taken to maximize
the use of terrain features. The battle tasks were usually implemented by at least coy
convoys — even in the detection at least by squads. Several consecutive waves
followed one another above the target or the target area. The activities of aircrafts
were strictly integrated into general combat operations, particularly in the regions
of direct engagement. Air Force had the following place and role in breaking
the protection: "artillery preparation, air strike, tank infantry attack and then infantry
attack."

The squad and regiment bonds approached civilian targets often at night, usually
from high or at least from medium altitudes, then they descended low or to near-
Earth-altitude and from there they carried out the bombing. To assess the impact,
the bonds either stroke again after a short time of circling above or left the target
area. They repeated the attack 4 or 5 times if it was necessary. Particular care was
taken to choose and plan the approach path. Most bombers carried out the attacks
with the fighter escort. The ratio of fighters could reach 50% of the bonds. Striking
force bonds avoided well-organized anti-aircraft systems as far as it was possible.

FIGHTER ACTIVITY

The fighter forces were the part of the air force the same as the defence; they played
a decisive role in carrying out their duties:
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One of their most important duties was to accompany and protect the attacking
bonds. If there were no repelling fighters, they also took part in striking on ground
targets;

Their effectiveness in repelling the enemy’s striking bond was variable. Mostly they
couldn’t take part in the battles at the front because if their alarm was from
the ground, they were almost always late. However, if they were in preparedness



above the important protected objects, their mere presence was enough to repel the
attackers.

AIR TRANSPORT

Manpower supply actually had significant major role only at the beginning of the Civil
War when the "national” forces were dropped into Spain.

6 THE EXPERIENCE FROM THE APPLICATION OF ANTI-AIRCRAFT
ARTILLERY

On the one hand air defence artillery assets were to protect troops, headquarters,
warehouses near the front line, and bases. This protection could only be effective
with a very good disguise, dispersal, coating and hiding. Poorly hidden goals "almost
attracted" air attacks. Therefore, both parties used deceptive equipment as well. As we
have already mentioned above, anti-aircraft artillery and its tools were rarely directly
struck from the air. On the other hand, another important set of tasks of the anti-aircraft
artillery was to protect the significant objects farther from the front. It had to solve
the protection of industrial and political centres, transportation routes, destinations and
other infrastructure, storage facilities and reserves. During the air defence of troops, it
was a serious problem to get the information necessary for the fire control
to the appropriate fire means in time. Therefore, the batteries often had their own
reconnaissance, surveillance, and reporting services.

The effectiveness of air defence artillery assets was highly variable. Near the front line,
usually from near-Earth altitude, they could shoot a maximum of 3-4 shots per batteries,
and this could only be done if the observation and organization were very precise and
well-planned. The biggest problem - almost insoluble — was to protect marches
and manoeuvres. They couldn’t find an adequate solution to this problem. Out
of the destroyed aircrafts 16-20% was shot down by air defence artillery devices?'.
The effectiveness of anti-aircraft guns was minimal. Even if they shot an attacking air
device, they could rarely destroy it by the shot. Their effect was more of psychological
nature. With their fire they could force aircrafts to move higher or to manoeuvre, thus
reducing their task-implementation accuracy and efficiency. Recognition was a major
problem. It was often the case that the anti-aircraft fire means shot any pop-up - often
their own - aircrafts. They couldn’t avoid it even with the most careful trainings
and a thoroughly prepared staff.

THE EXPERIENCE OF APPLYING MONITORING AND REPORTING
SERVICE

There was little direct information about the monitoring and reporting services’ activity,
but many conclusions could be drawn rather indirectly. Monitoring had to be organized
for the protection of combat troops on the one hand, on the other, for civil objects. For
the effective use of anti-aircraft fire means, observation and reporting posts had
to be directly added to batteries. Their constant activities were necessary. To alarm
fighter air forces and civil air defence, it was necessary to build up a relatively coherent
system (according to the requirements a multi-line, seamless one). The theoretically

2! This ratio was very similar to the results achieved in World War 1.
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predicted 8-kilometre detection distance on average fell by about 5 kilometres
in practice, due to the low attacking altitude capacity of aircrafts. The monitoring and
reporting services used public telephone and telegraph lines to the maximum. It was
necessary for the monitoring entities to be equipped with vision and hearing amplifier
devices.?? The aircraft detection and identification were not reliable. Poorly organized
monitoring and reporting systems caused huge losses and damage - typically
for the Italians.

THE EXPERIENCE OF THE CIVILIAN AIR DEFENCE

The civilian air defence was led by the competent military authorities. They tried
to insert it into the unified air defence system, with more or less success. The "national”
forces often attacked civilian targets which were not too important from the military
point of view. They primarily measured blows on political and economic centres and
large cities. The financial consequences of the attacks were significant, but the impact
on the population was much smaller. "After an air strike whole neighbourhoods became
ruins." However, after the first shock, the population quickly overcame its initial panic,
and they carried out rescue and restoration effectively, if it was well-organized. Aircraft
attacks caused a relatively small number of fatalities. The construction of shelters,
organized fire fighting, clearing up ruins, and the blackout significantly reduced losses.
The most important experience was that: before the war the civilian population needed
to be prepared what to do, otherwise in the first period of the war excessive loss could
be expected.

CONCLUSION

The wars of the thirties, especially the Spanish Civil War, provided many valuable
lessons for all armies, which were ready to analyze and evaluate the events. Of course,
they could not give general, valid, complete rules and principles for all future wars,
because they were local. The useful lessons the civil war taught were learnt
by the military leaderships, also including the Hungarian military leadership - especially
in matters of application - and used in a creative way, such as training, practice, and
in the future in the field of planning, organizing and implementing combat operations.
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Stawomir BYLEN

MODELING OF LOGISTICSIN COMPUTER ASSISTED
EXERCISES

Abstract:

A command post exercise, supported by a computer simulation, is one of the primary
training tools available to the Polish Armed Forces for training their commands and
staffs on their joint mission essential tasks. The published article contains detailed
information about modeling of logistics in computer assisted exercises. The Polish
National Defence University (NDU) is the most important military university in Poland.
The War Games and Smulation Centre (WG& SC) is an integral part of the University
which is one of the most modern in Europe. WG& SC is equipped with the Joint Theater
Level Smulation (JTLS). JTLS is an interactive, computer-based, multi-sided war
gaming system that includes land, sea, air, intelligence and logistics functions.
The article emphasizes that practical training is the most effective form for commands,
staffs and troops to develop operation’s scenarios or solve problems regarding
the process of preparation for operations in the time of war, crisisor peace.

INTRODUCTION

The attainment of high level military commands and staff is possible thanks
to the training conducted in conditions and situations approximate to those which
prevail on the battlefield. Exercises are the most suitable form of the training ensuring
“realism of battlefield”*. They allow verification of correctness and usefulness
of doctrinal (operational-tactical) assumptions regarding rules and means of military
operations in various conditions of the battlefield. Exercises constitute one of the best
ways how to evaluate efficiency of organizational structures of individual ranks
of command, efficiency of leadership system, armament and protection of operations.
They allow to assess the degree of achieved combat readiness and also to verify
possibilities of the armies to execute planned operational tasks in specific time
and place.

The Polish War Games and Simulation Centre is the organizational unit of the National
Defence University. The WG&SC located in Warsaw, provides facilities and equipment
needed to conduct computer assisted exercises (CAX). The overall goal of the Centre is
to train the military leader and his staff on the level of brigade, division, and corps.
Figure 1 shows the position of WG&SC in the structure of the National Defence
University.

! http://csikgw.aon.edu.pl/, [15.04.2011].
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1 MODELING CAPABILITIES OF LOGISTICS IN JTLS SIMULATION
SYSTEM

The Joint Theater Level Simulation is an interactive, multi-sided simulation that can
model air, ground and naval combats, with Special Operation Forces (SOF), intelligence
support and logistical ones®.

JTLS system has implemented all basic logistics support tasks but some of them are
modeled differently than in the Polish Army. In particular the non-compatibility
of some of logistical processes appears during tactical level CAX. We can observe
differences between logistics support in JTLS and logistics support in the Polish Army.
Differences exist especially between supply and field services. JTLS defines
the division into ten classes of supply and the 272 miscellaneous categories of supply.
Conceptually National Logistics defines five classes of supply and various kinds and
groups of supply.

The following logistics capabilities exist in JTLS®:

- Movement of supplies by truck, barge, or rail;

- Transportation of units by rail, barge, or truck convoy;

- Use of trucks from one unit to pick up supplies from one or more other units, and
deliver them to other units or locations;

- Mandatory transfer of supplies from one unit to another;

- Automatic or player-directed resupply of units;

2 http://csikgw.aon.edu.pl/, [15.04.2011].

3 Joint Theater Level Simulation, Analyst's Guide, (JTLS Document 01, version 3.3.0.0), March 2008,
page 2-1.

* Joint Theater Level Simulation, Executive Overview, (JTLS Document 08, version 3.4.5.0), September
2010, page 3-11.
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- Creation of logistics loads for the use in future orders;

- Creation of supply caches for the future use;

- Operation of pipelines, including drawing supplies from the pipeline
and replenishing supplies;

- Capture of enemy supplies and recovery of own supplies;

- Modification of stock objectives and/or reorder thresholds of one or more supply
categories for either a single unit, a group of units, or all units;

- Change of the depot from which a unit orders its supplies or from which a pipeline
is replenished;

- Airlift and Airdrop Operations (through the air module);

- Sealift Operations (through the naval module);

- Evacuation of casualties (WIA) and evacuation of remains (KIA).

JTLS is partially based on the Field Manual FM 4-0°. Combat Service Support (CSS)
tasks deal with personnel, arm, fuel, fixing and moving the force. These tasks are
generally categorized into: logistics support, personnel service support and health
services support. In JTLS all of the above tasks were placed into logistics operations
which include: supply, maintenance, medical support and personnel support.

2 LOGISTICSOPERATIONSINJTLS
2.1 SUPPLY

In the Polish Armed Forces supply and services consist of wide-ranging functions that
extend from determining requirements at the strategic level to delivering items and
services to the user at the tactical level. Supply involves acquiring, managing, receiving,
storing, and issuing all classes of supply except class VIII (medical support). Field
services involve feeding, clothing, and providing personnel services to soldiers. It
consists of clothing exchange, laundry and shower support, textile repair, mortuary
affairs, preparation for aerial delivery, food services, billeting, and sanitation.

Consumption supplies

In JTLS units do not consume supplies until they arrive in the game. The consumption
may occur during a routine activity, with additional usage while in combat or involved
in combat-related activities such as moving or flying. Supplies such as ammunition or
bombs are consumed only when used. In JTLS, all supply consumption falls within
three categories:

- As Used: the consumption occurs only if the asset is used, as with air weapons

and ammunition;
- Per Day: the routine unit consumption, affected only by the length of time;
- Per Person: depends on the number of personnel in the unit over the length of time.

Supply Categories

JTLS can have an essentially unlimited number of supply categories; however, some
of them are mandatory for certain game functions. The logistic directives are designed

> Field Manual No. 4-0, Combat Service Support, US Headquarters Department of the Army,
Washington, DC, 29 August 2003.
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to permit modifications to the automatic requisitioning and delivery process. To fulfil
the requirements of a Logistics Player, you must be familiar with the concept
of the operation, including the logistics concept, as well as the parts of the database that
affect or are affected by logistics considerations.

2.2 TRANSPORTATION SUPPORT

Army transportation plays a key role in ensuring that Army execute global force
projection and sustain forces in operations. Supporting the Army transportation is
essential to the effective and efficient force generation and sustainment. The army
transportation operates as a partner to deploy, sustain, and redeploy forces in all military
operations. The transportation provides a vital support to the Army across the strategic,
operational and tactical levels of war.

In JTLS the resources used to move supplies around the battlefield are modelled as

entities called Transportation Classes (TC). Transportation Classes are described

in terms of:

- The type of asset: truck, rail or barge;

- Their capability to carry supplies;

- Their vulnerability to an air attack, and a ground detection and attack;

- Whether they may use, must use, or are prohibited from using Material Handling
Equipment (MHE) in the process of loading and unloading;

- The amount of time it takes to load and to unload one asset if MHE is not used.

In JTLS transportation support as a part of logistics operations has implemented:
- Implicit resupply;
- Explicit resupply.

Because JTLS is designed to train higher-level staff, the lower logistics functions can
be automated. Implicit resupply is based on an explicit convoy distance. If the distance
from the support unit to the requesting unit is less than the Explicit Convoy Distance,
supplies are shipped to the receiving unit implicitly—i.e. without explicitly modelling
a convoy moving the supplies. However, the support unit must have the supplies on
hand. The convoy load/unload times and travel time are considered but the supplies
cannot be interdicted.

If the distance between the requisitioner and the supplier is greater than the Explicit
Convoy Distance, then the explicit convoy resupply occurs up to a maximum defined
distance. The support unit automatically fills the order provided that:

- Transportation assets (rail, barges, or trucks) are available;

- Requested supply stocks are available.

Convoys are formed and sent to the requesting unit, observing load/unload times and
travel times. Convoys are attritable i.e. they can be interdicted though convoys do not
venture into hexes that are occupied solely by enemy units. Explicit Resupply does
not apply to airlifting supplies, which requires an order to be executed.
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2.3 MAINTENANCE

Maintenance is central to any mission operational success. Available maintenance
system is agile and synchronized to the combat scheme of fire and manoeuvre. It
anticipates force requirements. A commander who has 65 percent of his tanks
operational may wisely delay an attack if he can realistically expect the repair process to
have 90 percent ready within 24 hours. Alternatively, he can weigh the battle by
allocating replacement systems. Maintenance is a combat multiplier. When opposing
forces have relative parity in numbers and quality of equipment, the force that combines
skilful use of equipment with an effective maintenance system has a decided advantage.

JTLS system has implemented:

- Modelling loss of combat systems (arms, military equipment);

- Modelling of repair and maintenance in home units (reconstitution of combat
systems);

- Supply of arms, military equipment and repair parts.

The logistics module includes® a maintenance function that simulates the initial fail
on the issue rate, repair of systems damaged in a combat, and their eventual return
to the operational status. Each combat system has several attributes in the database; one
of these specifies a percentage of casualties that can be recovered from a combat, and
another specifies a percentage of those that will eventually return to their combat unit.
This method is used to represent recovery and repair times of various combat systems.

24 HEALTH SERVICE SUPPORT

In the Polish Army health service support is a single, integrated system. It consists of all
services performed, provided, or arranged to promote, improve, conserve, or restore
the mental and physical well-being of personnel in the Army. This system encompasses
ten functional areas of medical treatment: area support, medical evacuation, medical
regulating, hospitalization, preventive medicine, health service logistics, dental,
veterinary, combat operational stress control services, and medical laboratory support.

JTLS system has implemented:

- Modelling loss of personnel,;

Modelling of medical treatment in own units;
Modelling medical evacuation KIA and WIA7;
Medical materiel and equipment supply.

Personnel combat systems may have a number of systems that are in undergoing
medical treatment®. The concept of evacuating personnel with long recovery times is
represented in JTLS. Each faction has a WIA max. unit treatment attribute. Units that
belong to the faction try to evacuate any casualties that will not be returned to duty
before this time has elapsed. Personnel who are to be evacuated are transferred to the

® Joint Theater Level Simulation, Executive Overview, (JTLS Document 08, version 3.4.5.0), September
2010, page 3-12.
" KIA - Killed in Action, WIA — Wounded In Action.
8 Joint Theater Level Simulation, Analyst's Guide, (JTLS Document 01, version 3.3.0.0), March 2008,
page 6-74.
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casualty. In addition to representing casualties to be evacuated, JTLS can represent
personnel remains, i.e. KIAs. In JTLS, if both casualties and remains are
to be evacuated, casualties have priority for transport.

3 THEMETHODSOF CONTROLLING LOGISTICSPROCESSESINJTLS

Players interact with the simulation by sending orders to units over which they have
command authority®. JTLS provides the commander of each Force Side with the ability
to manage the allocation of command authority. The Player must interact
with the model by monitoring the Information Management Tool, requesting reports,
interpreting advisory messages, scheduling resupply airlifts, sending the resupply to
units in trouble or to ones that do not have supporting units, changing stockage
objectives and reorder levels, assigning new support units, or directing mandatory
transfers of supplies.

JTLS models logistics play to suit the players’ ability to manage many logistics
functions. Logistics may be played more or less hands-off, or “unconstrained,” for those
groups which do not have sufficient log players or the inclination to manage
the logistics flow. On the other hand, logistics in JTLS may be played in an entirely
explicit or “constrained” mode, with all the attendant complexities of resupplying all
units within the exercise scenario. The directed resupply requires that an order be input
by a player.

In WG&SC, using JTLS during conducting CAX exercises, we apply both
of the methods controlling logistics processes. The knowledge of the logistic concept is
vital because tactical level logistics are not automatic. Logistics Players may enter
orders to assess and change the way logistic support is accomplished. The menu
Logistics Orders consists of four primary groups: Supply Transfers, Requisition
Parameters, Logistics Operations and Logistics Assets. Figure 2 shows the Logistics
Orders.

File New Imt |Order| Tools Help

| Attack | Move|  Ar > | Naval Move | CAP | Manual Pair | Break Off | Assign Tgt | Air
Ground 3
@ Map Windoy Logistics  k Supply Transfers b Mandatory Transfer
Navigate Tools Intelligence » Requisition Parameters » Directed Resupphy
sZ-01-52.20 O Mawal b Logistics Operations b Push ]
b Logistics Assets b Push Delete I

4121 Utilities

I .

M ﬁ‘-ﬁfgﬂapmc as o Cache Supplies

_ TRLBPANC {1 DELOT X Air Movement Report
<) =

Figure2 Menu LogisticsOrdersin the JTLS system
Sour ce: Author

® Primary or shared authority.
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The orders are Mandatory Transfer, Directed Resupply, Push, Change Support Unit,
Alter Requisition Level, Cache Supplies, Alter Pipeline Operations, Assign Pipeline
Support, Establish Port Priority, and Direct to New Port.

The Mandatory Transfer order directs one unit of any type to give a list of supplies
to another unit. A Player, normally the Logistics Player in an exercise, may send this
order to direct any unit to give supplies to another unit and specify the list of supplies.
For the order to be executed, the units must be within an input-specified distance (below
24 km). The giving unit fulfills the order to the fullest extent possible reducing itself
to a destroyed status if necessary. Figure 3. shows the Mandatory Transfer order.

& MANDATORY.TRANSFER :

Reference

5ending Unit

Receiving Unit
Not Later Than | Howy
Log Load I

Figure 3Menu Mandatory Transfer order inthe JTLS system
Sour ce: Author

The Directed Resupply order is used to direct a support unit (airbase or FARP) to ship
a single load of supplies to one other unit or to direct a support unit to dispatch a truck
convoy with or without supplies on a Supply Run. Figure 4 shows the Directed Resupply
order.

& DIRECTED.RESUPPLY : H IE
Reference |
Not Later Than _ [Momfashe] __ L
Type Shipment (g) Single Source/Destination () Multiple Source/Destination:
Supplies List Gl [+ i
Sending Unit |! [+ @
Receiving Unit (& [+
Shipment Method ) BEST_AVAILABLE () BARGE il

) RAIL ) TRUCK

Backhaul Per mitted NG YES

|Send| |Chetk| |Defau|ti I@ |Clear| |He||:||

Figure 3 Menu Directed Resupply order in the JTLS system
Source: Author

A Player can direct that a support unit (airbase or FARP) sends a periodic shipment
of supplies to another unit. This creates an automatic Push requirement at the shipping
unit. An automatic push requirement is the second highest priority requirement.

'® Forward Arming and Refueling Point.
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The shipping unit will either ship the supplies or backorder them. The period may be
any length of time. Figure 4. shows the Push order.

& PUSH :

Reference

Sending Unit

Receiving Unit

Mot Earlier Than
Log Load

How Often
Backhaul Per mitted

|Send| |Check| |DEfauItI |Sa'u'e| |Clear| |HEI|:||

Figure 4 Menu Push order in the JTLS system
Source: Author

A Player can change a unit's routine support unit or any of its supply specific support

units using the CHANGE SUPPORT UNIT directive. A unit will order all its resupply,

except for those supplies specified explicitly by the category, from the default support

unit. The unit’s routine (default) support unit or supply specific support unit might

be changed for the following reasons™:

- To provide better support. For example, the new unit may have more of the supplies
needed by the unit;

- To provide more responsive support. For example, the new support unit is closer
to the unit than the unit’s current support unit;

- To provide a support unit. For example, the unit may not have a current support unit
defined,

- To remove a support unit. For example, the unit may have moved to a location that
cannot be supported by the available theatre support assets.

& CHANGESUPPORT.UNIT :

Reference

Support Unit To Change i@ poytine 71 supply Specific
1 old Support Specific

New Support Unit _|\‘| B2
Change 4ll 5upply Categories B N ES

|Sen|:|| |Cheu:k:| |Defaulti |Sa'u'e| |Clear| |HEI|:||

Fig. 5. Menu Change Support Unit order in the JTLS system
Sour ce: Author

11 Joint Theater Level Simulation, Player’s Guide, (JTLS Document 12, version 3.3.0.0), March 2008,
page 5-2.
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The Controller can also greatly influence the sustainment process by changing strategic
resupply, adding trucks, changing unit data parameters concerning supplies on hand,
changing convoy speeds, sizes, load/unload times, and specifying implicit/explicit
convoy distances.

As noted elsewhere, a Player may have the ability to order units to perform actions.
These units are called “orderable units”. Generally, a Player must have authority over
aunit to direct it to take any action. For example, to direct a unit to ship supplies
to another unit, the Player must have authority over the shipping unit. The Player does
not need authority over the receiving unit. Additionally, each Force Sde has
a “relationship” with each other Force Sde. All relationships are initialized based
on data input or a default.

CONCLUSIONS

Practical training is the most effective form for commands and staffs to develop
operation’s scenarios or solve problems regarding the process of preparation
for operations in time of war, crisis or peace. The Polish War Games and Simulation
Centre provides facilities and equipment needed to conduct Computer Assisted
Exercises.

All JTLS processes are doctrine-neutral for maximum flexibility. Model JTLS features
detailed logistic modelling. The logistic directives are designed to permit modifications
to the automatic requisitioning/delivery process.
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Miroslav FODOR

VYZNAM BEZPECNOSTNEJ DOKUMENTACIE Z POHLCADU
TVORBY INFORMACNEHO SYSTEMU

Abstract:

The article deals with issues of safety documentation, which is very important
in creating a secure information system. Specifically describes the elements of security
documentation, which are security policy, security project, the safety plan, safety
guidelines, emergency plans and disaster recovery plans and last but not least it is
a security audit information system.

UvoD

Informacna bezpecnost sa ako kazda oblast’ ludského Zivota dynamicky vyvija.
Typickym problémom niektorych organizécii je nedostatoCnd pozornost venovana
informacnej bezpecnosti, nedostatok Casu a finanCnych zdrojov pre tato oblast),
nedostatocny pocet nezavislych kvalifikovanych pracovnikov, ktori sa zaobergu
informacnou bezpefnostou, nevhodna konfiguracia niektorych kl'acovych IT zariadeni
a nizka droven povedomia VacSiny pracovnikov o bezpe€nostnych zasadach
v organizacii. Mnoho veducich pracovnikov si preto dobre uvedomuje nutnost’ chranit’
informacny systém organizéacie a potrebu zaoberat’ sa rieSenim tejto problematiky. Prax
ukazuje, Ze Ziadny bezpecCnostny systém sa nezaobide bez technickych a procesnych
kontrolnych mechanizmov, posudzovania kvality a vyhodnocovania jeho G€innosti,
s naslednym navrhom primeranych opatreni pre zlepSenie [10].

1 BEZPECNOSTNA DOKUMENTACIA V SYSTEME RIADENIA
INFORMACNEJ BEZPECNOSTI (SRIB)

Pri tvorbe akejkol'vek bezpe€nostnej dokumentécie bez ohladu na jej obsah a ciel, je

vhodné dodrzZat’ jej Struktdru a obsah jednotlivych kapitol - korkov. Jednotlivé kroky

rieSenia vychédzaju z bezpe€nostnej dokumentécie, ktord vznika pocas jednotlivych faz

zivotného cyklu informacného systému [5]. Na obr. 1 je vidiet umiestnenie

bezpe€nostnej dokumentécie v systéme riadenia informacnej bezpe€nosti. Pri rieSeni

problému ako dokumentovat’ systém riadenia informacnej bezpecnosti pre informacny

systém alebo siete je mozné vychadzat z [7]:

- Né&rodné amedzinarodné normy vydavané Standardizacnymi organmi (SUTN, BSI,
ISO, IEC atd’);

-  RoOzne Standardy asociacii azdruzeni zdruzujucich odbornikov pre informacnu
bezpecnost (ISACA);

- Stétnalegislativa;

- Firemné metodiky systémovych integrétorov a expertnych firiem.

Nevyhnutna a/alebo pozadovana uaroveri informacnej bezpecnosti je urCovana
bezpeCnostnymi ciel'mi, ktoré chce organizacia dosiahnut. Bezpe¢nostny dokument by
mal predovietkym zd6raziovat, ¢o je povolené anie Co je zakazané. BezpeCnostna
dokumentécia byva vypracovana k urcitému datumu a vymedzenie rozsahu a spésobu
implementéacie ochrannych opatreni byva Casto presne popisané. Je to preto, lebo pri
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organizacnej zmene alebo zmene charakteristiky informacnych systémov je potrebné
bezpe€nostni dokumentéciu zosuladit’ s novou aktudlnou skuto€nost'ou, aktualizacia
bezpec€nostnej dokumentacie sa odporuca podla potreby, minimalne raz za rok.

Dokumentéac
azéznamy SRIB

A
\ 4
Normativn
v prostredie p

/ fungovanie
Apli ie

A

Cia, ndprava a
lepSovanie

A

/]

v proc adenia v
'y I mplementa
Umavanie SRIB bezpecnostny
opatreni
A A
Y A 4 A 4

4 5 ; ZabezpeCovanie
Interné aexterné |« » Meranie procesov a

dity SRIB <tému informacnej bezpecnosti
| L

pri vykone Ci
Obrazok 1 Postavenie bezpe¢nostnej dokumentacie v systéme informaénej bezpeénosti - zdroj [8]

A
A 4

Skladba platného zaznamu jednotlivych druhov bezpecnostnej dokumentacie
informacného systému by mala obsahovat”

- Bezpelnostné politika IS;

- Bezpecnostny projekt;

- Bezpecnostna zamer;

- Bezpecnostné smernice;

- Havarijny plan a plan obnovy €innosti;

- Bezpecnostny audit.

2 BEZPECNOSTNA POLITIKA

BezpeCnostnd politika je chdpana ako zakladny dokument organizacie, obsahujUci
predstavu vrcholového manazmentu o rieSeni bezpe€nosti a obsahujuci zékladné
pozZiadavky na jednotlivé bezpeCnostné oblasti vSetkych informacnych systémov.
InformaCna bezpeCnostnd politika by mala byt v silade scelkovou hierarchiou
bezpeCnostng politiky organizécie. Z bezpecnostnej politiky by sme mali vediet
odpovedat’ na otazky, ako su: ¢o chceme chranit’; ako a pre¢o to chceme chranit’; ¢o
robit’, ked dojde k zlyhaniu. Uplatiovanie systémového pristupu k riadeniu informacnej
bezpecnosti vyZaduje dosledné rozpracovanie z&kladnej politiky informacnej
bezpeCnosti do viacerych politik pre samostatné oblasti spadajice pod informacnu
bezpecnost obr. 2.

31




ILADNA POLITIKA INFORMACNEJ BEZPEéNo-

Z&8ohovanie Osetrovanie
Fyzicky pristup aarchivaciadat bezpecnostnych
incidentov
\ 4 \ 4 \ 4
Monitorovanie Budovanie
Logicky pristup prevédzky IS be;p;i(;ré%m:ho

Obrazok 2 Skladba zakladnej politiky informaéného systému
Zdroj: autor

Medzi vysSie spomenutymi politikami musi byt zachovana kompatibilita, pretoze [7]:

Politika SRIB 3pecifikuje zamery organizécie z hladiska riadenia informacnej
bezpeCnosti vychadzajuc zo zakladnych bezpe€nostnych zamerov uvedenych
v globalnej bezpecnostnej politika;

Politika informaCnej bezpecnosti rozpracuva zakladné bezpecnostné zamery
organizacie uvedené v globalnej bezpecnostnej politike pre oblast’ informacnej
bezpecnosti do Urovne potrebnej pre Speciaistov;

Bezpecnostna politika IS rozpractiva bezpecnostné zamery uvedené v bezpecnostnej
politike informacnej bezpecnosti pre konkrétny IS;

Bezpelnostnd politika siete rozpraclva bezpenostné zamery uvedené v politike
informacnej bezpecnosti pre konkrétnu pocitacovu siet’;

Bezpecnostnd politika bezpecnostnej brany, smerovaca, prepinaCa rozpraciva
bezpeCnostne zamery uvedené v politike informacnej bezpecCnosti na bezpecnostné
nastavenia aktivnych prvkov siete;

Politika pre riadenie logického pristupu rozpracuva bezpecnostné zamery uvedené
v politike informacnej bezpeCnosti pre riadenie logického pristupu k hardvéru,
softvéru, aplikaciam, siborom a datam.

Predpis- | Obsah bezpe¢nostnej politiky daného Standardu resp. predpisu
Standard

Standard 1SO/IEC TR 13335
(ISO/IEC 27005)

- Cieleaprincipy bezpecnosti;

- Organizécialinfrastruktira bezpe€nosti;
- Bezpecnost' IT/stratégie anayzy;
- Anayzarizik;

- Bezpecnost hardvéru a softvéru;
- Bezpecnost komunikacii;

- Fyzicka bezpecnost’

- Personalna bezpecnost’

- Bezpecnost dokumentov/ médii;
- Kontinuita ¢innosti organizacie;
- Havarijné plany a plany obnovy;
- Riadenie.
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- Definicia informacnej bezpecnosti, jej celkové ciele, Gel a dblezitost’ bezpe€nosti;
'% - Vyhlasenie zaverov manaZzmentu, podpory cielov a principov informacnej
™ bezpecnosti;
O - Financné prostriedky aich zdroje, ktoré budd vynalozené na informacnd
4 bezpe&nost’
8 - Strucné vysvetlenie bezpe€nostnej politiky, principov a &andardov;
P - Definicia vSeobecnych aS8pecifickych zodpovednosti  z hladiska riadenia
S informacnej bezpec€nosti, vratane spésobu ohlasovania bezpecnostnych incidentov
3 areakcie nane;
- Odkazy na dalSiu vnutropodnikovu dokumentaciu podporujicu dand politiku.
- Ciele podnikatel'a v oblasti ochrany utajovanych skuto¢nosti;
2 - Ocakavané utajované skuto€nosti aich 3pecifikacia v zhode s podnikatel'skymi
_%‘ a2 zédmermi;
% )§ -§ - Makroskopickéa analyza moznych rizik ohrozenia utajovanych skuto¢nosti;
z g - Predpokladané prostriedky na ochranu utgjovanych skutocnosti a spdsob ich
& pouZitia;
- Struktira, pracovné &innosti a pravomoci bezpegnostného manazmentu podnikatela.

Tabulka 1 Obsah bezpeénostnej politiky dany bud’ v§eobecnymi pravnymi predpismi , resp.
niektorym zo svetovych Standardov - zdroj [3,4]

Dokument bezpecnostnej politiky by mal byt schvaleny manazmentom organizacie,
publikovany avhodnou formou dany na vedomie vSetkym dotknutym osobam. Mal by
deklarovat v6lu vedenia organizacie a stanovovat’ pristup organizacie K riadeniu
informaCnej bezpeCnosti. Za vypracovanie a aktualizéciu politiky je zodpovedny
manazér SRIB, resp. Utvar zabezpecujuci jeho Cinnost’.

3 BEZPECNOSTNY PROJEKT

Zamerom bezpecnostného projektu na komplexna ochranu IS je vymedzenie rozsahu

aspbésobu technickych, organizatnych a persondlnych opatreni potrebnych

naeliminovanie a minimalizovanie hrozieb a rizik pésobiacich na informacné systémy

z hladiska naruSenia jeho bezpe€nosti, spolahlivosti a funkZnosti. Bezpecnostny projekt

na komplexnd ochranu IS byva vypracovany pre informacné systémy pouZivané v Case

objednania projektu. Bezpecnostny projekt je dokument, ktory je skér vyzadovany

platnou slovenskou legisativou ako medzinarodnymi  normami  tykaucimi

sa informacnej bezpecnosti. Bezpecnostny projekt sa sklada z troch Casti:

- Bezpecnostny zamer;

- Anayza rizik a plan implementédcie novych aebo doplfujicich ochrannych
opatreni;

- Ustanovenia, odporicania, zavery resp. bezpe¢nostné smernice.

4 BEZPECNOSTNY ZAMER

BezpeCnostny zamer IS je dalSim zrady bezpecnostnych dokumentov, ktoré su
legislativou apraxou vyzadované, ale medzinarodne normy tykajice sa informacne
bezpe€nosti tento druh dokumentu nepoZaduju. Bezpecnostny zamer vymedzuje
zakladné bezpecCnostné ciele, ktoré je potrebné dosiahnut’ na ochranu informacného
systému pred ohrozenim jeho bezpecnosti. Tento dokument pozostava z [5,7]:

- Vymedzenie okolia informacného systému ajeho vztah k moZznému naruSeniu

bezpecnosti;
- Vymedzenie hranic urcujucich mnozinu zvyskovych rizik;
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- Specifikéaciu technickych, organizaénych a personalnych opatreni na zabezpegenie
ochrany aktiv v informacnom systéme a spdsob ich pouZitia;

- Formulaciu zakladnych bezpecCnostnych cielov aminimane poZadované
bezpecnostné opatrenia.

Bezpecnostny zadmer v porovnani sbezpecnostnou politikou mé& opisovat’ aj dalie
atributy rieSenia informacnej bezpecnosti IS.

5 BEZPECNOSTNE SMERNICE

BezpeCnostné smernice urCuju pravidla pouzivania technickych prostriedkov,

pristupové a spravcovské prava, organizacni Struktdru, rozdelenie zodpovednosti

apravomoci a celkovy proces ochrany aktiv IS. BezpeCnostné smernice mozu byt

sucastou kazdého bezpec¢nostného dokumentu. Ich obsah sa liSi od Ucelu pouZitia,

od pracovnika, ku ktorému s urCené, resp. od typu prislusného bezpe€nostneho

dokumentu. Bezpe€nostné smernice by mali obsahovat’:

- Technicko-prevadzkové zabezpecCenie;

- Jednotlivé bezpecnostné politiky, resp. metodiky;

- VSeobecné azavazneé zavery prislusného dokumentu;

- Pokial’ si to okolnosti vyZaduju, mali by vytvarat' prepojenie medzi ostatnymi
bezpe€nostnymi dokumentmi a to nie len z oblasti informacnej bezpecnosti.

6 HAVARIJNY PLAN A PLAN OBNOVY CINNOSTI

Havarijné plany obsahuju informéacie o tom, ako sa méa prevadzkovat’ obchodna Cinnost’
v pripade, Ze sU podporné procesy, vratane IS, poskodené aebo si nedostupné. Tieto
plany by mali rieSit mozné kombinéacie niekolkych scenarov zahriujice réznu dobu
preruSenia, stratu roznych typov prostriedkov, Upind stratu fyzického pristupu
k budovam apotrebu navratu do stavu, ktora by existoval, keby nedoslo k prerusenie.
Havarijny plan méZe byt saCastou bezpeCnostnej politiky alebo méze ist
g 0 samostatny dokument. Havarijné planovanie sa venuje tym hrozbam, ktorych
vyskyt je mao pravdepodobny aproti ktorym nie je mozné prijat dostatocné
preventivne opatrenia, pricom ich dopad by bol katastrofalny [7]. Havarijny plan by mal
obsahovat”:

- Miesta skladovania a pocCty ndhradnych dielov;

- Miesta skladovania a spésob organizécie zél oh dét;

- Obsah pohotovostného skladu technickych a softvérovych nahrad;

- Metodiku udrziavania aktualnosti dét, softvéru a hardvéru;

- Metodiku aktualizacie atestovania hardveéru.

Sacast'ou havarijného pléanu je:

- Plan kontinuity cinnosti organizacie (Contingency Plan) - savisi sriadenim
kontinuity Cinnosti organizacie BCM (Bussines Continuity Management)
aposkytuje navod, ako postupovat’ v poskytovani sluzieb bezprostredne po
bezpecnostnom incidente;

- Plan obnovy informaCnych systémov (Restoration Plan) - plan uvedenia
informacnych systémov do pévodného stavu po havarii.

V pléane obnovy je najdélezZitejSim faktorom urcenie, v akom poradi sa budu jednotlivé
aktiva obnovovat. Ak Zivotne dblezité data sa zacnu obnovovat’ neskér ako by bolo

34



potrebné, v organizécii dochadza k stratdm, ktoré mozu viest’ az k zaniku. Na druhg
strane si je potrebné uvedomit, Ze ¢im vacSia bude snaha o ¢o najskorSie obnovenie
vSetkych aktiv, tym budd vysSie g néklady naich obnovu. V terminol6gii havarijného
planovania sa tento ¢as vola ciel'ova doba obnovy RTO (Recovery Time Objective).

7 BEZPECNOSTNY AUDIT

Audit informacného systému moZno chépat’ ako odborné nezavislé posudenie

koncepcie, navrhu, rieSenia a samotngj rutinng prevadzky informacného systému alebo

jeho €asti z hladiska jeho schopnosti plnit’ bezpetnostné poZiadavky. Co sa vlastne
posudZUJ €? Posudzuju satieto oblasti[5]:
Objektovaafyzicka bezpecnost;,

- Udrzbasubaktiv 1S, koncepcia bezpecnostnej politiky;

- Pripravenost na rieSenie mimoriadnych situécii sdopadom na funk&nost
IS, logovanie bezpecnostnych incidentov vramci IS, hardvérové asoftvérové
rieSsenialS ajeho rozvoj;

- Kontrolné mechanizmy IS riadiace ich bezpecnost’;

- Zabezpecenie prenosu dat;

- Prepojenie IS sexternymi subjektmi z hl'adiska zabezpeCenia integrity aautenticity
udajov;

- Zéaohovanie, archivaciaalikvidécia dat;

- Pracovné zézemie.

Audit IS méze vykonat' vlastny zamestnanec, ale aj externy auditor. Interny auditor ma
lepSie znalosti 0 konkrétnom posudzovanom systéme amoze poznat’ miestne Specifika.
Avsak interny auditor je zamestnancom posudzovanej organizacie, o moze spochybnit’
nezavislost' tohto posudzovania. Externy auditor posudzuje mnozstvo rozdielnych 1S
apreto nemdze disponovat’ detailnymi poznatkami o kazdom z nich. Je obmedzeny
Casom. Na druhej strane prave praktické poznatky zo Sirokého spektra a vel'kého poctu
posudzovanych systémov mu umoziuju zovSeobecnit’ tieto poznatky a pri audite
konkrétneho systému sa namiesto zavadzgjucim detailom mdze venovat hlavhym
faktorom vplyvgucim nastav IS.

ZAVER

PoCas Zivotného cyklu informacného systému dochadza k mnozstvu rozhodnuti
uzivatelov, na zaklade ktorych konaju. Kazdé rozhodnutie produkuje iné vysledky
atieto vysledky mo6zu viest k tvorbe, zmene, pohybu alebo zniceniu dat. V kazdej faze
tohto cyklu dé prechddzaju réznym prostredim, ktoré ich vystavuje Specifickym
hrozbam. Pri vystavbe informacného systému je mozné definovat’ jej jednotlivé fazy
ana ne neviazané kroky rieSenia bezpecnosti. V3etky tieto kroky a rieSenia by mali byt
popisané a archivované v bezpe¢nostnych dokumentoch organizécii, aby sme v pripade
auditov, neziaducich udalosti vedeli okamzite reagovat’.
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Sona JIRASKOVA

MOZNOSTI VYUZITIA SYSTEMU LESSONS LEARNED PRI
BUDOVANI ZNALOSTNEJ ORGANIZACIE

Abstract:

This paper deals with possibilities of utilization Lessons Learned system in creating
a knowledge-based organization. The article describes the basic steps of the Lessons
Learned process that is implemented in The Sovak Armed Forces. It presents selected
finding of empirical research that was realised as a part of a scientific research project
"Possibilities of modelling behaviour of individuals and crowd in emergency
Situations’.

UvoD

Ak sa v sucasnosti hovori o Uspedng firme, poukazuje sa na jg dosiahnuté vysledky
predovSetkym v oblasti obratu, zisku, podielu firmy na trhu apodobne. DIhodoba
uspeSnost’ subjektov na trhu je podmienena ich schopnostou efektivne vyuZivat
disponibilné zdroje apredstinnat” konkurenciu. Ak hovorime o zdrojoch, mame na
mysli zdroje materidlne, financné, personane av neposlednom rade i zdroje
informacné. Konkuren¢na vyhoda vSak predovsetkym svisi s Uroviiou persondnych
zdrojov. Dve organizacie méZu byt vybavené majetkom narovnake kvalitativneg drovni,
jedna z nich vS8ak mo6Ze prosperovat’ lepSie. To, ¢o odliSuje skuto¢ne UspeSnd organizaciu
od nelispesng, su kvalitni pracovnici a Uroven ich poznatkov, vedomosti, skisenosti,
zruénosti a znalosti®. Ak chce organizacia uspiet, musi vediet' vyuZivat nielen informécie
rozneho charakteru, ae g rozlicné skusenosti. MoZno povedat, Ze ide o proces
permanentného ,,ucenia sa“. Je to jednak ucenie sa od inych zexterného prostredia
azaroven iucenie sa zvlastnych sklsenosti zinterného prostredia. DoleZité je najst
vo vnitri organizécie oblasti, v ktorych sme nglepsi apostupy znich dalej rozsirit.
Z&kladnou podmienkou ucenia sa je, aby doch&dzalo k pravidelngj vymene informacii
ak plodnym diskusidm. Nie je mozné, aby akykol'vek népad bol odsudeny uz dopredu ako
neredlny, pripadne nevhodny. Preto je vel'mi dolezité, aby v organizacii bol pre vymenu
informacii aformulovanie napadov vytvoreny patricny priestor, aby bola vytvorena
priazniva klima— prostredie, kde je Sirenie, zdiel'anie a vymena poznatkov beznym javom.

1 BUDOVANIE ZNALOSTNEJ ORGANIZACIE

Globalizécia aprocesy internacionalizacie spolu so znalnymi socialno-ekonomickymi
zmenami ustavicne kladu nové naroky na zdokonalovanie manaZzmentu. Tie sa odréZaju
v hl'adani novych efektivnegSich metdd atechnik riadenia av zovseobecnovani poznatkov
praxe. Nastup informatného veku asmerovanie k znalostng ekonomike vyZaduju
od organizacii Ci uz sukromného alebo verejného sektora preukazat schopnosti
prispbsobené zmenenym podmienkam. Ztychto dbévodov sa Coraz viac hovori
o znalosthom manazmente (knowledge management), pri ktorom ide o cielavedomé
vyhladavanie, tvorenie, zlepSovanie, skladovanie, zdielanie a vyuZivanie informacii,

L STEJSKAL, J.: Controlling — moderni néstroj dosahovani cilii. Controllingové know-how z prvni ruky.
2001.
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vedomosti a poznatkov. Organizécia, ktora sa prejavuje zvySenou snahou ucit’ sa, adaptovat’
amenit sa prostrednictvom ludi, ktori sa u€ia, sa 0znaCuje ako znalostna or ganizacia.

Znalostnd organizécia buduje svoju existenciu na poznatkovel vyspelosti svojich
pracovnikov, na hlbokom poznatkovom zddvodneni svojich €innosti a procesov, na
riadeni na baze poznatkov ana cielenom riadeni procesov ziskavania, zdokonal'ovania
avyuzivania samotnych poznatkov. Poznatky je mozné zobrazit' v tzv. poznatkove)
pyramide, pricom sedem uvedenych kategérii poznatkov vzgomne sivisi, si havzgom
prepojené atvoria hierarchiu?.

Madrost (Wisdom)

Know-how (Know-how)

Udaje (Data)

Obrazok 1 Poznatkova pyramida
Zdroj: Burger, 2011.

Identifikovat’ vlastné cenné poznatky je jedna z délezitych uUloh manazmentu

poznatkov, no téo Uloha nie je jednoducha, ato z dévodu, Ze poznatky su v hlavach

l'udi a nie st jednoduchym sp6sobom prenositel'né na inych. Oproti inym zdrojom maju

poznatky urcité Specifické vlastnosti:

- Poznatky si nehmotné atazko meratel'né;

- Poznatky st pominutelné, apreto mézu zmiznut' v okamZiku;

- Poznatky st stcastou l'udskych bytosti s konkrétnou volou;

- Poznatky nie st v procesoch spotrebovavané, naopak niekedy s vyuZivanim rasty;

- Poznatky maju v organizaciach velku Sirku dopadu;

- Poznatky nie je mozné kupit’;

- Poznatky nemaju konkurencny charakter, mdzu byt’ zaroven vyuzivané v réznych
procesoch sGgasne>.

Poznatky mézu mat’ formu teoretickych vedomosti a formu praktickych zrucnosti,
v tomto pripade ich moZno oznacit’ spolo€nym pojmom znalosti. NajCastejSie sa znalosti
Clenia na implicitné aexplicitné. Implicitné znalosti su viazané na subjekt, ziskavaju sa
skdsenostami apraxou — magul intuitivny charakter. Explicitné znalosti su
formalizované, daju sa zdielat, prendSat, ukladat. V poslednom obdobi sa Coraz
Eastejie hovori i o tzv. tacitnych (tichych) znalostiach, ktoré sa nedaji formalizovat™.
Collison a Parcel® definuju znalosti nasledovne: ,znalosti sii vedomosti ziskané na

2 BURGER, |.: Podnikovy knowledge Management — konkurencnd vyhoda. 2010.

$BURES, V: Znalostni management aproces jeho zavadéni. 2007.

* PETRUFOVA, M.: Strategicky znalostny manazment, znalostnd spolocnost’ a znalostne orientovana
organizacia. 2011.

® COLLISON, CH. — PARCELL, G.: Knowledge management. 2005.
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zaklade skusenosti“. Znalosti su rozsiahlgjSie ako data alebo informacie, pretoze v sebe
obsahuju nasledovné atributy: vediet’ ako, vediet’ preco, vediet' €o, vediet’ kto, vediet’
kde a vediet kedy.

Vel'mi délezité je, aby v organizécii dochadzalo k intenzivnemu budovaniu vlastnych

internych znalosti cestou ich identifikdcie, zdokonalovania, distriblcie, timoveého

zdielania a pouzivania Vv riadiacich aprodukénych procesoch. Ci sa v organizécii

dosiahne ochota zdielania znalosti Uzko sOvisi slojalitou  zamestnancov

asorganizatnou Kkultirou. Pre UspeSné vyuZivanie znalosti je nutné splnit’ tri

predpoklady:

- Zdiel'anie znalosti pomocou spolahlivej spolocnej technologickej infrastruktary;

- Spojenie l'udi, ktori maju znalosti a ochotu ich zdiel'at, pytat’ sa a poCuvat’;

- Implemgntované procesy, pre zjednoduSenie zdielania, overovania a vyberu
znalosti”.

Procesy slvisiace so znalostami s nasledovné:

- Ziskavanie znalosti — identifikuje sa aké znalosti s potrebné pre konkrétny ucel;

- Sirenie znalosti — predstavuje zloZity proces, v ktorom sa spravne znalosti musia
dostat’ k spravnym Fud'om a ti ich musia prijat’ a vhodne vyuZit;

- Hodnotenie znalosti — ziskané znalosti je potrebné vyhodnotit’ v zmysle vykonania
podrobnej analyzy, &i st vhodné, ¢i spifiaji poziadavky pre konkrétnu aktivitu, ciel,
ucel alebo pouZzivatela;

- Aktualizovanie znalosti — znalosti je nutné permanentne aktualizovat’ z dévodu
zmien vo vonkajSom i vnitornom prostredi organizacie;

- VyuZivanie znalosti — znalosti su kl'iCovym faktorom vedicim Kk efektivnosti
¢innosti ak celkovému zvySovaniu hodnoty organizécie;

- Uchovavanie znalosti — ziskané, dostupné aaktualizované znaosti je potrebné
uchovavat' pre ich buduce vyuzitie’.

Ak sa chce organizacia zmenit’ na znalostn, musi si vybudovat’ systém znalosti — urcitu
databazu informacii, ato tak, aby vSetci pracovnici mali pristup ku skdsenostiam
ostatnych azaroven mohli do systému prispievat’ svojimi skdsenostami. V tomto
procese je mozne vyuzit' i tzv. systém Lessons Learned.

2 SYSTEM LESSONS LEARNED YV OZBROJENYCH SILACH SR

V snahe zabezpeCit' jednotny a koordinovany postup pri ziskavani poznatkov a vyuZivani
skusenosti v podmienkach Ozbrojenych sil Slovenskej republiky boli v roku 2008 prijaté
av roku 2011 novelizované , Smernice nacelnika Generalneho Stabu OS SR o ziskavani
poznatkov a vyuZivani skusenosti“. Ciel'om bolo upravit’ zhromazdovanie poznatkov,
ich identifikéciu a zovSeobechiovanie skusenosti s pozitivnym alebo negativnym
dopadom na cinnost’ zloZiek OS SR za GcCelom prijatia opatreni na odstranenie chyb
azlepSenie podmienok v budlcnosti, zaroveri pre to vytvorit' patricny mechanizmus,
stanovit’ ulohy, postupy a zodpovednosti jednotlivych organizacnych zloziek ozbrojenych
sil, velitel'ov, ako aj v3etkych prislusnikov ozbrojenych sil v oblasti riadeniatohto systému.

® VAVRA, K. — STANCL, L.. Rozvoj ekonomiky obrany Stitu ve znalosmi spolecnosti cestou
K racionalizaci hospodareni. 2011.
"DIACIKOVA, A.: Realny manazment znalosti vo firemnej praxi. 2010.
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Databaza systému Lessons Learned by mala byt prioritne zamerana na pripravu a nasadenie
jednotiek v operaciach amala by sa tykat’ nasledovnych oblasti:

- Operécie (misie);

- Vycvikoveé aktivity;

- CviCenia;

- Vyskum (odborné a vedecké skiimanie a ebo pozorovanie);

- Pripadne dalSie Cinnosti a procesy v rezorte ministerstva obrany.

Smernica uvéadza, Ze zakladné principy, ktoré zasadne podmiefiuju UspeSnost’ a efektivitu

procesov Lessons Learned, suU:

- Spolupraca (sucinnost’), ktora je nutna na zaistenie toho, ze vSetky zlozky su
pevnou stc¢astou tohto procesu a plne podporuju dosiahnutie zlepSenia (pokroku);

- Koordinacia, ktord vyZzaduje od kazdeg zlozky dosledné planovanie s cielom
odstranit’ rozpory pri vynaloZenom Usili a zaistit’ v€asné a efektivne riadenie svojg
préce;

- Komunikacia, ktord ulahCi cely proces a zaisti, aby vSetky zlozky boli véas a
podrobne informované o vyvoji v procese Lessons Learned, prebiehgucich
napravnych akciach a zlepSeni (pokroku).

Proces L essons L ear ned pozostava z nasledovnych po sebe iducich krokov:
Pozorovanie a ziskavanie poznatkov z pozorovania.

Analyza.

Schvélenie zaverov analyzy.

V znik identifikovaného poznatku (L essons Identified).

Realizécia opatreni a monitorovanie.

Overenie ucinnosti vykonanych opatreni.

Ponaucenie zo skusenosti (Lessons Learned).

Zdiel'anie informacii o ponauceniach zo skdsenosti.

N ORA~WNE

Proces Lessons Learned sa zacina na zéklade poznatku, pripadne pozor ovania vzniknutej
situécie alebo aktivity, ale tiez g na zéklade hodnotenia vojenskych cviceni alebo hlaseni
z operécie v zahranicCi. Poznatok z pozorovania je problém, ktory je potrebné riesit, alebo
pozitivna skdsenost, ktor( treba zovSeobecnit. Pri kazdej aktivite existuje oCakévany
vysledok alebo vystup. Ak sa oCakavania nenaplnia alebo st prekrocené, je to prileZitost’
poucit sa. VSetky odchylky od oCakévaného vysledku je potrebné zdokumentovat' ako
poznatok z pozorovania, ktory popisuje chronologicky sled udalosti, podmienky a okolnosti
sprevéadzajUce tieto udalosti a ostatné kvantifikované podrobnosti. Ziskavanie poznatkov
avyuZivanie skusenosti je povinnostou vsetkych velitelov. Velitel' poznatok zhodnoti a
rozhodne, €i je vhodny alebo nevhodny pre proces Lessons Learned, i je nutna jeho dalSia
analyza, €i bude poznatok analyzovany a rieSeny vo vlastngj pdsobnosti alebo bude
postupeny nadriadenému stupiiu spolu s navrhmi na vykonnu zloZku a napravnu ¢innost’.
Zapoznatok nevhodny pre proces Lessons Learned sa povaZuje taky, ktorého pricina je
v 0sobnom zlyhani jednotlivca alebo v neuplatiiovani platnych predpisov a nariadeni, ak jav
je ojedinely a nie je pravdepodobné, Ze sa bude opakovat, alebo ak sa jedna o evidentnu
staznost’. Poznatky sa predkladaju prostrednictvom Standardizovaného formulara. Vhodné
poznatky z pbsobenia v operéciach a misiach medzindrodného krizového manazmentu
preroklva pracovna skupina Lessons Learned, ktora pésobi na Generalnom stabe OS SR.

Analyza ako proces detailného skimania s cielom hladania pri€in nedostatkov, je

pouzivani na dokladné porozumenie oblasti, v ktorych je potrebné zlep3enie. Je kl'Gi¢om
k Gspedng identifikécii poznatku, ktory podpori rozhodnutie o akcii potrebnej k vyrieSeniu
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problémov. Cielom analyzy je premena vhodného poznatku na identifikovany poznatok
(Lessons Identified).

Analyza poznatku pozostava z troch etap:

- Identifikécia pozorovaného problému;
- Stanovenie krokov a opatreni napravy;
- Vypracovanie plénu realizécie.

Poznatky analyzuje prisusny odborny organ, do ktorého pdsobnosti uvedena problematika
patri. Vydedky analyzy spolu s navrhovanym ndpravnym opatrenim odborny organ
predklada pracovnej skupine Lessons Learned prostrednictvom formuléra analyzy. Navrh
opatreni zahffia urCenie vykonnej zloZky, ktord bude poverena realizaciou opatreni na
odstranenie nedostatkov a termin vykonania napravnych opatreni. ldentifikovany
poznatok vznika z vhodného poznatku po vykonani jeho anayzy. ldentifikovanym
poznatkom je pozorovanie alebo zistenie, ktoré sa povaZzuje za uZitoCné pre ostatnych
aktoré posudila pracovna skupina Lessons Learned. SU to poznatky z pozorovania,
vo vztahu ku ktorym sa pripravovali napravné opatrenia.

Po schvédleni poznatku pracovnou skupinou Lessons Learned a vydani uloh nasleduje
realizicia prijatych opatreni, ktora spociva v plneni vydanych uloh a napravnych opatreni
vykonnou zloZkou. Této zodpoveda za vypracovanie planu napravného opatrenia. Velmi
dobrym rieSenim je stanovenie niekolkych medznikov v procese népravy. Na zaklade
sledovania tychto medznikov je moZzné merat’ UspeSnost realizacie planu napravného
opatrenia. Monitoring nadriadenym stupfiom sleduje stav realizovaného napravného
opatrenia a informuje pracovni skupinu Lessons Learned o jeho priebehu. Overovanim
acinnosti vykonanych opatreni sa zistuje, i zrealizované napravné opatrenie je spravnym
rieSenim pdvodného problému, ktory bol zisteny. Potvrdenie spréavnosti népravnych
opatreni je potrebné pre zhodnotenie UCinnosti vykonanych opatreni vzhladom
k odstraneniu zistenych nedostatkov. Overenie mo6Ze vyZzadovat dodatocné analyzy, Ci
opatrenia priniesli poZadovany vysledok, alebo Ci je potrebné vréatit identifikovany
poznatok naspat  do procesu analyzy.

V pripade, Ze vSetky napravné opatrenia sa vykonali a osvedcili, sa identifikované poznatky
(Lessons Identified) stdvaju ponaucenim zo skdsenosti (Lessons Learned) a su zahrnuté
do databazy. Podl'a charakteru a vztahu zovSeobecneného poznatku je mozné vyuzit' ho
vramci celych Ozbrojenych sil SR, alebo len v podmienkach Uzko Specializovanych
jednotiek. Je dolezite, aby ziskané skusenosti boli C¢o najrychlejSie zapracované
do vnutornych predpisov a vojenskych doktrin.

Hodnota procesu Lessons Learned nadobuda svoj vyznam len vtedy, ked informécie

vytvorené tymto procesom su kedykol'vek pristupné osobam, ktoré ich potrebuju. Zdielat’

sa mbzu aj informécie, ktoré nie su oficidlne sicastou procesu Lessons Learned, napriklad

pravidelné spravy o bojovej Cinnosti v misii, zaverecné spravy z cviceni, vyhodnotenie

zahranicnych aktivit, zapisnice z rokovani a pod. Postupy zdielania informacii v prostredi

OS SR si nasledovné:

- Novainforméciaje aktivne rozoslang;

- Novainformécia saumiestni naintranetovu strénku OS SR;

- S novou informéciou budid oboznameni Clenovia pracovnej skupiny Lessons
Learned Generdneho &tdbu OS SR na pravidelnom zasadani;

- Informéaciaje zaradena do veregjne pristupného siboru poznatkov (databazy);
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- Informécia je na zaklade odportcania spracovatela poskytnuta do databazy NATO
alebo EU®,

3 MOZNOSTI IMPLEMENTACIE ZAVEROV PROJEKTU VYSKUMU DO
SYSTEMU LESSONSLEARNED

V snahe prispiet’ k vyuZivaniu skdsenosti profesionalnych vojakov, ktori sa zucastnili
misii bol v roku 2010 - 2011 na Katedre manazmentu Akadémie ozbrojenych sil gen.
M. R. Stefanika v Liptovskom Mikul&Si rieSeny vedecky projekt pod ndzvom , MoZnosti
modelovania spravania sa jednotlivcov adavu v krizovych situéciach®. Hlavnym
cielom bolo identifikovat' aanalyzovat skdsenosti vojakov vysielanych do misii
ospravani sa jednotlivcov adavu v extremnych krizovych situéciach, do ktorych
sadostali ana zéaklade tychto skulsenosti vytypovat mozné typové spravanie sa
v krizovych situéaciach pri asymetrickych ohrozeniach. Zamerom tiez bolo prispiet’
k tomu, aby sa skvalitnila psychicka pripravenost’ jednotlivcov a zvySila sa pohotova
reakcia jednotiek plniacich dlohy v ramci NATO na ohrozenie. Sucastou vedeckého
projektu bolo pripravit’ typové scenéare Ziaduceho sprévania sa jednotlivcov a davu
v jednotlivych krizovych situaciach pri asymetrickom ohrozeni.

Vyskumu sa zucastnilo 127 profesionalnych vojakov z réznych Utvarov Ozbrojenych sil
SR, ktori pbsobili prevazne v misiach ISAF, KFOR aUNFICYP. V skimang vzorke
prevazovali muzi, 53,5 % respondentov bolo vo veku od 26 do 30 rokov. V ramci
projektu vyskumu boli pouZité explorativne metddy vedeckého vyskumu, ato: technika
dotaznika, technika riadeného rozhovoru ametdda obsahovel analyzy vybranych
dokumentov.

Zo spracovanych vysledkov vyskumu vyplynulo, Ze za ngjslabSiu mieru pripravenosti
Vv porovnani s vojakmi zahrani¢nych armad profesionalni vojaci OS SR povazuju oblast’
kultirne — antropologickd, t.j. pocitovali nedostatky znalosti o n&boZenskych
zvyklostiach, obcianskych zvykoch, tradiciach, zésadéch apregavoch spravania sa
domécich obyvatel'ov v priestoroch nasadenia. Za nedostatocné tiez povazovali svoje
znalosti  oidentifikacii, pripadne predikcii  situacii, v ktorych  dochédza
k samovraZzednym utokom atentatnikov. Tuto oblast’ pripravenosti vnimali respondenti
vel'mi citlivo, vzhl'adom na bezprostredné ohrozenie ich Zivota a zdravia. Ugastnici
prieskumu sa vyjadrili, Ze je potrebné zvysit ijazykovu pripravu profesionanych
vojakov, ato nielen anglického jazyka, aei zakladov jazyka miestneho obyvatel'stva.

Vzhladom na zistené skutoCnosti autori vedeckého vyskumu odporacaja, aby
sav priprave profesiondnych vojakov preferova prakticky nacvik, pri ktorom by sa
vyuzili skusenosti azé&zitkové stavy vojakov, ktori sa stakymito situaciami
v priestoroch nasadenia uZ stretli. DoleZité je osvojit’ si zakladné vedomosti o kulture
narodov, etnik v priestore nasadenia, o zvykoch, tradiciach, obycCajach atabu, Co by
umoznilo efektivnejSie rieSit problémy vo vztahu kcivilnému obyvatel'stvu
akonstruktivngSiu  komunikaciu zucastnenych stran. Poznanie by takto prispelo
k zmierneniu nasilias ndbozenskym, etnickym, rodovym ¢i inym pozadim.

RieSitel'sky kolektiv vypracoval na zaklade sekundarnej analyzy zhromazdenych dat
devat’ typov modelovych situacii, do ktorych sa poCas pdsobenia na misiach dostavaju

8 Smernice ndacelnika GS OS SR o Ziskavani poznatkov a vyuzivani skisenosti. ShO — 179-4/2011-OAD.
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profesiondni vojaci z hladiska interakcie GCastnikov davu. Modely spravania su
zamerané na situacie: zhromazdenie vacSieho poctu l'udi, spravanie sa G€astnikov davu
prestvajucich sa na miesto urCenia, na Ucastnikov davu, ktory postupuje proti kordonu
zasahujucich vojakov, vstupuje do chraneného priestoru, do vzgomného napadania,
bitky, agresivne spravanie pri Gtokoch.®

Bolo by nanagjvys vhodné, aby uvedené skusenosti, poznatky profesiondnych vojakov
ako i modely spravania sa davu boli zapracované do databdzy systému Lessons
Learned.

ZAVER

Znalostna organizacia sa uci trvalym zlepSovanim toho, ¢o uz bolo v minulosti vykonané

azdokonalovanim jednotlivych krokov v procesoch. MoZno usddit, Ze spracované

poznatky predstavuju organizacny kapital, pod ktorym mozno chépat’ suhrn vedomosti,

ktoré vlastni organizacia aktoré su uloZzené apristupné v rozlicnych databazach,

manualoch apod. V pripade Ozbrojenych sil SR je to systém Lessons Learned, ktory by

mal prispiet’ k budovaniu znalostngj organizécie. Mozno povedat, Ze proces Lessons

Learned je jednym z najdolezitejSich nastrojov na podporu velitel'ov pri vydavani

potrebnych rozhodnuti na odstranenie nedostatkov a na zaznamenavanie, zlepSovanie

azverejiiovanie najlepSich postupov. Zaroven je potrebné aby v kazdom jednotlivcovi

v sUvislosti s ,,ucenim sa*“ a vyuzivanim skusenosti inych prebehol nasledovny proces:

- Spoznat novu praktiku (preStudovat’ podklady);

- Porozumiet’ jej podstate a hodnote (v diskusii);

- Akceptovat’ zmenu t.j. mentalne prijat myslienku, Ze nova praktika je uZitoCna
aodhodlat’ sa ju zvladnut' a pouZivat

- Vyskusat' si praktiku, zistit' aki ma hodnotu;

- Adaptovat’ ju do svojich podmienok;

- Fixovat jej pouzivanie;

- Pouzivat novi praktiku rutinne a zavf3it tak proces jej roz&frenia™.

Existuje predpoklad, Ze systém Lessons Learned prispgie k rozvoju ozbrojenych sil.
Podobny systém je mozne vytvorit' v ktorejkol'vek organizacii, €i uz sukromného alebo
vergnéno sektora. Ziskanym efektom je spristupnenie mnohych skisenosti
v systematickej azrozumitelnej forme vSetkym potencialnym uzivatel'om, ¢o by malo
viest’ k zdokonaleniu a zvySeniu organizatného potencialu.
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Jaromir MARES

THE POSSIBILITIES OF EXPENCES REDUCING DURING
TRANSPORTATION PROCEDURES

Abstract:

The submitted paper deals with the economic aspects of evaluation operation
of the selected truck. The evaluation includes more significant parts of the life cycle
of the truck. There are some aspects involving the economics of adding additives
ENVIROX, its influence to reduce diesel consumption and mainly to reduce
the environmental burden by produced exhaust gases.

INTRODUCTION

As it is well known, economic crisis has ever deeper and more tangible impact
on individual countries in the world. Into the economical traps got progressively
Greece, Ireland and Island, problems threaten Portugal and the economic situation
of Spain and Italy is currently being discussed within the EU. The current state
of development of society in the Czech Republic is also very complex. The present
government has set themselves a target aimed at gradual reduction of public debt.
Resorts rely on beneficial programs, projects and general scientific knowledge that will
help solving the technical and economic problems. Therefore science is one area that is
not to be extremely reduced; on the contrary proposals are expected to streamline
the use of invested funds in this field.

Ministry of Defense is one resort which has to reduce significant amount of resources
in present and future as well, therefore there is a focus on optimal use of resources.
Military operations are also addressed due to cost. One of the ideas in the project is
to find cost savings on fuel and reduce negative impact on the environment.

1 CURRENT STATUS OF PROBLEMS

The cost of operation of vehicles can be solved in several possible ways such as
reducing costs of maintenance, reducing cost of required fuel, reducing costs of vehicle
fleet modernization. Preserving environment is a necessity involving associated costs, to
allow only limited number of pollutants. When evaluating the cost of cargo transport
of ACR (Army of the Czech Republic) the problem ought to be seen from different
perspective than that of civil transport company. ACR is not operating on the purpose
of economic profit. [2, 3]

The present situation of cost savings is focused on the possibility of use of additives.
Additives are substances added to other substances or mixtures in order to improve or
modify their features for more beneficial use. Additives used in practice are for example
food additives, from a technical point of view are important additives for paints, etc.
Beneficial might be additives used in internal combustion engine systems, for both
greases and fuels. Among the fuel additives for diesel engines are certain products
whose long-term stress tests are not known, their effects are difficult to substantiate

45



and they are often questionable, because the vendor only emphasizes small-scale
effects, affecting the customer.

Survey found an additive under the trade name ENVIROX with outstanding features.
Since 2009, its features have been studied in project OVOU FEM200902 of defense
research, its technical, economic and environmental effects and benefits. ENVIROX [1]
is chemical product based on oxide cerium (CeO;), which acts as a catalyst when added
to the fuel. Its influence on combustion processes is substantial reduction of harmful
combustion gasses, unburned fuel and particulate matters in exhaust gasses. During the
catalysis is used the naturally occurring element, cerium (Ce). The base of catalysis is
presented by oxide cerium (CeO;), which enables almost complete burning
of hydrocarbons and soot.

Additive ENVIROX is designed for diesel engines and its features can: reduce fuel con-
sumption; clean carbonated engine; reduce air pollution. The fuel consumption declares
reduction of 5 to 11 %, for considerations in the paper [2] an average value of 8 % was
used. Added to this knowledge of several years of experience in the use of vehicles in
cities in both the Czech Republic and abroad contributed. [5], [7], [8].

2 PROBLEM ANALYSIS AND THE METHODS USED
2.1 EVALUATION OF VEHICLE OPERATION COSTS

Calculation formula applied to road transport is given by the table Tab. 2.7 [2]. There is
a list of potential allocation of costs to dependent and fixed. Total costs (N¢) are
expressed by the total sum see equations 3.1 a 3.2, where: b is a rate of variable cost
per km (in CZK/ per km), x; —independent variable indicating the performance in km
driven, b,— independent variable indicating the performance in hours of operation.
Ne =Nz + Nz, + N
(3.1)
Nc =Db.x, +b,.x, + N,
(3.2)
For assessments in ACR a theoretical formula (3.3) can be deduced, expressing a cost of
used vehicle or operation unit per km. The formula can be in an open form and in some
extent subjective. It depends on who compiles it and for what purpose, see [2] (Tab. 2.8
and relation (2.50)). N1 purchasing cost of the vehicle and impact on the costs per 1 km;
N, — the costs of buying spare parts; N3- costs of technical maintenance TM 1; N4-costs
of technical maintenance TM 2; Ns- costs of implementation of seasonal preparation
form summer to winter use; Ng — costs of implementation of seasonal preparation from
winter to summer use; N7 — driver salary-related costs; Ng - costs of fuel consumption;
No- costs of tires and tire services; Nip- costs of batteries; Nqi- costs of technical
inspection and emissions; Nj, — cost of tolls; Ni3- other necessary expenses; N¢ — total
costs of use of the vehicle. Total costs of use of vehicles in [CZK km™]
Nc= Ni+ Nt Nzt Nzt Ns+ NegtNz+  Ngt+ No+ N+ Nu+ Nipo

(3.3)
Note: In terms of finding the costs of vehicle maintenance in missions (N3, N4)
questionnaire methods, SWOT analysis and trend analysis were used [7].
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2.2 ANALYSIS OF ENVIROX ADDITIVE FEATURES

CARBON OXIDATION HAPPENS IN DIESEL ENGINES. DURING THE
COMBUSTION PROCESS A NUMBER OF UNDESIRABLE SUBSTANCES IS
PRODUCED WHICH TOGETHER WITH THE MIST OF OIL CREATE
CARBON. CARBON THEN ACCUMULATES IN COMBUSTION CHAMBER
AND EXHAUST TRACK.

Nanoparticles of CeO, added to fuel enable better burning of hydrocarbon which creates
fuel with a support of burning deposits. There is complete elimination of deposits from
the combustion chamber. Characteristics of ENVIROX additive is stated in appendix
[7]. According to the manufacturer, an additive ENVIROX with its catalytic features
lowers fuel consumption by 5 to 11, 4 % and reduces pollutants in exhaust gasses by up
to 14 %. The features of ENVIROX are given by the cerium compounds. It operates like
an oxidation sponge due to its surface defects creating vacancies in fluoride crystal
structure. Cerium oxide is the catalyst, which supplies oxygen to the combustion
process and cleans combustion engine from carbon deposits.

ENVIROX additive function is visible in two levels. These are actual two mechanisms.
ENVIROX cycle technology and catalytic oxidation are evident from the chemical
equations (3.4) — (3.6).
Soot combustion

4Ce0O, + C(soot) — 2Ce,03 + CO,

(3.4)
Combustion of hydrocarbons

4Ce0O,+ CH, 2Cey03+ CO, + H,O

(3.5)
Catalyst regeneration

2Ce,03+ 0y 4Ce0,

(3.6)
From structure view, the cerium oxide is a cube where one side is equal to 1 micron and
the total area is 6 micron square.

Studies conducted at the University of Thessaloniki showed that the use of ENVIROX
has a positive impact on air and soil. If recalculations would be carried out within
the EU emissions by 2020- Concentration of cerium oxide would be calculated for two
cases, ie, motorways and so-called canyon models, where the air quality does not
change too quickly. Using additive ENVIROX will reduce the air pollution in 2020 by
85.000 tons at the cost of 75 tons of emitted oxide cerium, in case that the traps are
used. [2]

2.3 EVALUATION OF EMISSIONS AND EMISSION FACTORS
To calculate emissions for ground military vehicles operated by the ACR were used
some of the 17 categories monitored in defined methodology MESED. The calculation

procedure is based on the patterns obtained in the literature [9], [10] [11]. The relation
for the diesel heavy duty vehicles category (conventional, EURO1-4):
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3
z z
Ecix = Zsmx ol = P

x=1

(3.7)
where: X-represents the character of the EURO standard; Scix — fuel consumption for
the category Cix [dm®]; p[kg.dm™] — density of diesel fuel; Ef ‘cix - emission factor
for selected pollutant from the category Cix [g.kg?], E’cix — emission amount
of pollutants into the air by operation of the military ground vehicles from the category
Cux [g.year™].

3 EXAMINED ISSUES

The design part applies to results obtained by monitoring the costs of vehicle T 815 6x6
operation, to other possibilities of reducing costs of vehicle operation by using
ENVIROX additives and applies to monitoring the environmental burden or possible
compliance of imposed limits for some exhaust gas components.

3.1 ECONOMIC EVALUATION OF THE COST OF OPERATING
VEHICLES

In real traffic supply process in ACR are, used all versions of vehicle T 815, vehicles
Praga PV3S, T 810, their special versions and others. The vehicle T 815 6x6 was
selected as a sample for economic evaluation. According to ISL represents the largest
group of vehicles in ACR. Total costs of used vehicles T 815 6x6 is in table 4.1:

. .. Designation of
No Expense designation item expenses [Czk km™]
urchasing cost of the vehicle and impact

1 gn the cos?s per 1 km P N2= 15,07

2 costs of buying spare parts N, = 4,29

3 costs of technical maintenance TM 1 Ni3= 4,18

4 costs of technical maintenance TM 2 N,= 3,14
costs of implementation of seasonal _

5 . - Ns= 2,24
preparation form summer to winter use

6 costs of implementation of seasonal Nz 2.24
preparation from winter to summer use 6 &

7 driver salary-related costs N-,= 82,29

8 costs of fuel consumption F-54 Ng= 14,76

9 costs of tires and tire services No= 15,56

10 costs of batteries Nio= 0,51

11 costs (_)f technical inspection and Nyi= 0,57
emissions

12 cost of tolls N1,= 0,00

TOTAL | total costs of use of the truck T 815 6x6 Nc = 144,85

Table 4.1 Tabled formula for expenses of T 815 in life cycle
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For clarity of all involved costs a table formula [2] is created. It shows individual and
total costs per km of vehicle operation. Considering that the each vehicle Tatra 815 ran
during the year various amount of km, a table was compiled Tab. 4.4 [2]. For instance,
there are possible to find annual cost of fuel consumption (Ng) or cost of maintenance
and repairs (N2+ N3+N4+Ns+Ng +N1;) or total costs (Nc¢).

3.2 OTHER WAYS TO REDUCE THE COSTS OF VEHICLE OPERATION
— ENVIROX ADDITIVE

The seven surveyed companies of logistics (collected data and afterwards calculations
were performed and gathered in the result tables [2]. For clarity the costs of possible
diesel savings are calculated for each company. Based on the results a calculation was
performed for individual vehicles in the corresponding year and the total sum in the
whole company. The result is overall reduction of diesel in given year and
quantification of considered cost saving. The quantification is shown in table [2].

3.3 SECONDARY EFFECTS OF TRANSPORT SUPPLY PROCESS AND
ITS CONSEQUENCES

As mentioned above, only those components of exhaust gases were monitored, which
can be expressed numerically. By use of methodology MESED and equation (3.7) were
calculated three emission components as CO, CO2, NOX. The components were
denominated for individual years at the seven monitored logistics companies, see [2],
the results are arranged in Tab.4.2.

CONCLUSIONS

As results of vehicle operations, observed group of vehicles at the logistic companies
were vehicles using diesel fuel only. These are mainly workshops for wheeled vehicles,
cranes, low loaders trucks with T 815, Tatra T 815 versions 4x4, 6x6, 8x8, vehicles
Praga PV3S, T 810, buses and some others.

The average value of all vehicles is 2681 km/year. The average value of Tatra T 815
vehicles is 3 500 km per year and this value is also used for the theoretical calculations
stated above.

The low number of traveled kilometers shows that some of the operational costs are
issued unnecessarily.

If a modularization system were introduced, it would reduce number of used vehicles
and lower the number of drivers and therefore reduce the salary costs. This will reduce
the number of unused equipment- it will avoid aging of vehicles and associated costs.
Fewer drivers will increase competition and allow use of only the best.

It will reduce the cost of unnecessarily performed annual maintenance of vehicles.

The average mileage per year for used vehicles will increase. Utilization of drivers
should be at least 20,000 km per year.
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The system would also involve disadvantages, such as earlier general repairs of vehicles
or non loaded trucks on long distances.

Based on use of additive ENVIROX following conclusions were made:

Total fuel saving was 116 454 liters of F-54 on all of the observed logistics units from
2006 — 2009 (four years). The total savings in CZK at the T|orice of diesel from year 2009
were than 2 864 780,7 CZK. Cost of additive ENVIROX ™ was 110 631,8 CZK.

Evaluation of fuel savings done of engine operated and loaded under laboratory
conditions confirmed reduction of fuel consumption to the extent of only 2,5 %
compared to expectations, mainly due to use of old worn-out engine.

The contribution of the POV evaluation project is that the ENVIROX additive does not
harm the operated device (engines chambers).

In economic terms the cost of purchased additives cannot be ignored. That is the price
of one liter F-54 increases by 3800/4000 = 0,95 CZK. In year 2009 the purchase price
of 1 liter F-54 for ACR was 24,60 CZK [12], thus the price of fuel has increased
by an purchasing item of additive, new rate was 25,55 CZK.

Based on the price of additive ENVIROX, calculation was established. The fuel
reduction must be at least 3,9 % F-54, otherwise the operation is unprofitable. It is
necessary to include other indicators such as transport costs of additive and especially
additive dosing plant and its cost.

In order to make the use of additives profitable, the fuel consumption with additive
ENVIROX would have to be reduced by at least 5 % F-54. By monitoring
and analyzing potential emission load it is obvious that:

Vehicles from other companies, tracked or wheeled heavy armored vehicles are not
involved in production of pollutants.

Calculated values of produced pollutants CO, CO,;, NOy are stated in tables [2]
and Tab. 4.3. It is obvious from the results of individual pollutant calculations that
the quantity produced is relatively high.

In this article is considered reduction of combustion gas by use of additive ENVIROX.
Reduction of fuel consumption was 8 %, as well as reduction of pollutants in given ratio
table 4.2.

Results showed lower emission level, which is evaluated as positive influence
on environment.
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Logistics Total fuel savings in years | Total financial
Company (RL) 2006-09 [I] savings [CZK]
71. mpr Hranice 19 831,6 487 855,3
72. mpr Praslavice 11 326,1 278 621,6
73. mpr Praslavice 17 834,4 438 726,3
41. mpr Zatec 22 006,2 541 351,6
42. mpr Tabor 15 259,1 375374,4
43. vpr Chrudim 13 853,4 340 623,4
141. zaspr Pardubice 16 343,7 402 052,6

Table 4.2 Quantified fuel savings and financial costs by companies

RL CO [kg] CO [kg] NOx[kg]
2006 58 735,39 1020 110,85 25 842,39
2007 50 523,71 936 661,29 22 468,62
2008 48 755,87 898 498,59 21 429,06
2009 36 301,79 958 540,17 16 942,78
Total 194 316,76 3813810,90 86 682,85
Decrease

by 8% 178 171,42 3508 706,10 79 748,29
8% 15 545,36 305 104,80 6 934,56

Table 4.3 Quantified fuel savings and financial costs by companies



Iztok PODBREGAR, Teodora IVANUSA

CONTEMPORARY CONSIDERATION AND NATIONAL
SECURITY SYSTEMS REENGINEERING

Abstract:

The complication and complexity of modern threats require a contemporary
consideration/action. At the forefront of the contemporary consideration/action thereis
the consideration of probability, insecurity, and the consideration of the whole without
deterministic simplifications, the approach with a comprehensive interdependence
and a procedural thinking, which requires extensive knowledge, contacts and influences
and their interlacement the aim of which isto finally be able to achieve with reasonable
simplification the sufficient and requisite holism and creative collaboration or
multidisciplinarity. One of the solutions is an operation and action united in the term
reengineering. Contemporary threats, namely the demand, change now, the awareness
needs to say what to do, knowledge must give us the answers on how we will make
the changes, and values must separate what is important from what is unimportant.

INTRODUCTION

Knowledge, teamwork, dedication to the mission of the system are the guidelines that
must be at the forefront in the development of the national security system and
the development of subjects of national security.

We repeatedly hear how our national security system is still underdeveloped and how it
must be upgraded. Actually, it is a constant of regulatory, organizational, and logistical
inconsistencies; we can also write down delays between real needs of the national
security structure and the current organization, which is a cross section of the needs
organization of a certain political elite at a given moment. Unfortunately, the dynamics
of events and a relatively low interest of the political elites in the holistic development
of the national security organization produced such gaps between the reality
of the needs and the national security system that reengineering is needed also
in the organizational sense.

1 REENGINEERING OF A COMPREHENSIVE AND RADICAL CHANGE

The reengineering of an organization (hereinafter summarized from the Villa in Kovac

[8]) and the consideration on this approach have come to the fore only after 1993, when

they were launched among theorists and practitioners by Hamer and Champy [5].

The authors namely believe that it is necessary to simply efface, abolish the old

organization and its principles and start all over again. This should be done:

— Thoroughly — we need to ask ourselves, why we do what we do, and why we do it
this way;

— Radically — we shall not repair and patch the old, but we have to start anew;

— Dramatically — this means a magnificent jump and not an insignificant progress.
Replace and improve everything by 100% and not only by 10%.
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Reengineering of an organization is not satisfied with the answer to the question “How
can | work better, faster, cheaper” , but it raises the question “Why are we doing it
the way we do”. Such questions lead us to the reflection on the necessity of certain
processes.

As O'Neil and Sohal [10] note, at the beginning of the nineties of the last century [4, 2,
5] the term Business Process Reengineering - BPR was established as the process
management role (direction of the processes) to enforce a competitive advantage
of an organization. In the process, Davenport and Short [5] describe BPR as an analysis
and planning of work flows and processes both within the organization and among
organizations. In order to achieve dramatic improvements in the modern criteria
of an organization success (cost, quality, service, and velocity), some advocate a change
in the foundation of consideration and radical transformation of business processes
within and between organizations [5]. Still others [16] focus on reconsideration, process
restructuring and formation of business structures, work methods, management systems
and external relationships through which the value of the organization is created and
sold. However, Petrozzo and Stepper [13] opine that BPR involves on-going
transformation of processes, organizations and their supporting information systems
in order to achieve radical improvements in the criteria such as time, cost, quality
and the attitude of the customers toward products and services of an organization.

2 THE NATIONAL SECURITY SYSTEM OF THE REPUBLIC OF SLOVENIA

The National Security Policy of the Republic of Slovenia is a balanced totality
of avision, strategies, programs, plans and activities of the State, necessary for
the response to the sources of threats and risks to its national security and thus to
achieve its national security objectives aimed at protecting the Slovenian national
interests.

The Republic of Slovenia will develop mechanisms to enhance the overall safety
culture, which is based on awareness, prevention, tolerance, solidarity, cooperation and
mutual aid among people and on the culture of peace and nonviolence in ensuring
security.

Dynamic changes of the modern security environment and the complexity of security
threats and risks require the organizational integration of individual departmental
policies relevant in terms of ensuring the national security into a consistent whole and
organizational flexibility and adaptability to the national security system and its
subsystems. This is the only way to ensure a consistent and timely response of the State
to a full range of contemporary sources of threat and risk to the national security [14].
Contemporary sources of threats to our environment are unclear and unrecognisable and
require measured solutions in real time. Unfortunately, most of the times it happens that
in the current organizational structure of the national security system none
of the subjects of the national security identifies itself as the owner and rescuer
of the problem. The prolonged coordination and adjustment are necessary, which,
however, always mean an additional delay in rescuing, which may create unpredictable
situations and uncertainty.
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The threats are complicated and require specialized knowledge for specific solutions.
Relations between different threats show the complexity of the phenomenon, which
requires multidisciplinary approaches. A practical question of a common action
and efficiency of a specialist in complex multi-disciplinary teams is raised.

With the development of science and technology their role in shaping the national
security is increasing, which can be seen as a strategic advantage by Hermann [6].
The same author notes that this technology rises from the globalised industrial base,
which is also the foundation of a commercial and economic success. Rightly, the desire
for secrecy and control over the technology needed to form the capacity of the national
security is at the same time in conflict with today's globalisation guidelines and the open
market.

Furthermore, the legal regulation of the national security system shows a discontinuity,
fragmentation of the system, a prestigious battle for the jurisdiction over
the management and better positions of the individual subsystems during crises. It
clearly shows the need for a coordination or adjustment of the crisis rescue players in
the determination of those responsible for and participating in each crisis situation.
To put it simply, the owner and the participants in solving the problem are rarely
identified immediately at the emergence of a crisis. This means the loss of valuable time
and resources in emergency situations.

What is described above cause crises to become momentary and unforeseen events and
actions that threaten the lives of people or the organization's viability.

Crises are now a part of everyday life of every organization. As noted by Tsang [17],
the crisis can strike upon any organization devoid of any warning. Situations dominated
by the stress and sudden changes namely cannot be solved by usual routine processes.
Although the preventive work is very important, somewhere this simply cannot be
avoided.

The emergence of the crisis in an organization requires a careful, swift and decisive
action. Since there are many types of crises and a variety of reasons for their
occurrence, it is important to plan for the crisis situations very carefully. In theory, there
are many strategies on how to plan for the crisis, how to behave in it and what
the practices of the organizations in the post-crisis stage are. In practice, things are
unfolding more quickly and so the preparedness of the organization is especially
important.

In the professional literature, there is a large degree of the consensus on the definition
of crisis. The organizational crisis can be defined as an event of a low probability and
high impact, which due to great uncertainty and time pressure undermines the ability
of the organization. This event is characterized by an ambiguity of the crisis cause of,
consequences and means to solve the originated situation, as well as the belief that
decisions must be taken quickly [12, 3].

The strategic context of crisis management should not be viewed as a tactical reaction
response to the situation, by Jacques [17], but also as proactive and disciplined
interrelated processes, which include the prevention of crises, crisis preparedness,

55



response to the crisis and last but not least, recovery from the crisis. Although the term
Disaster management is sometimes used incorrectly as a synonym for Crisis
management, the management of a number of accidents is yet characterized
by the integration process of government agencies and other bodies.

As noted by Tsang [17], the majority of military strategies that are now used
in the business world were taken over from the ancient wisdom and doctrines
of manoeuvring armies during the Second World War. An example is the doctrine c31,
which originates from Russia and was adopted by many armies around the world.
In order to organise an effective military operation, the armies in modern times must
namely reconcile all four elements of this doctrine: command, control, communications
and intelligence.

Crisis communication must ensure that the information will reach every individual in all
the important moments in time and in a measured way. Every individual and
organization must have in the first place a built-up confidence that they will have such
information at their disposal and that based on it, they will act correctly. The
transmission and reception of data should exclude noise in both the technical and even
more in personal terms, both quantitatively and qualitatively.

Crisis communication is an important, but not the only part of crisis management [7].
Tsang [17] in the case of C*1 doctrine points out the importance of the effective
communication element, which is a two-way communication between the commander
and soldiers on the ground. Since in the crisis management in an organization
the reactions of various stakeholders (or interest groups) and the media may exacerbate
the crisis, it must also be the goal of an effective communication to ensure to these
groups timely and accurate information on the crisis. This is the only way to establish
the positions of supportive nature. The in-depth analysis of case studies showed [9] that
the crisis communication plans are only one part of the practice of excellent public
relations in the times of crisis. Thus, the quality of a crisis communication is affected
by many factors in the model of public relations in the times of crisis (the impact
of the informing organizational culture of informing on communication activities
and programs during the crisis, on pre-crisis, crisis, post-crisis relationships
with appropriate public, and communicational autonomy of PR staff).

In sum, everyone who needs it must have an access to the right information regardless
of the time, place, situation in which he is, and his state of data perception. Of course,
this necessarily describes an ideal situation, which we have to build as a model from
the personal to all higher organizational levels. Each individual is required to do their
best to contribute to an appropriate communication and information, so that he truly
contributes to a successful solution of threats.

3 PUBLIC PRIVATE PARTNERSHIP AND THE NATIONAL SECURITY
SYSTEM

Public-private partnership is a relationship involving private investment in public
projects and/or public co-financing of private projects that are in the public interest, and
such relationship is formed between public and private partners in connection
with the construction, maintenance and operation of public infrastructure or other
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projects that are in the public interest, and in connection with the associated provision
of commercial and other public services or activities provided in a way and under
the conditions applicable to commercial public services, or of other activities where
their provision is in the public interest, or of other investments of private or private and
public funds in the construction of structures and facilities that are in part or entirely
in the public interest, or in activities where their provision is in the public interest
(Article 2 of PPPA OG RS, no. 27/2006 [18]).

Public Private Partnership - PPP is aimed at strengthening and promoting the private
markets under the criteria of public interest of the State [11]. In doing so, private capital
and private sector companies finance and manage the infrastructure, which was
previously funded and managed by public funds. In recent years, public-private
partnerships have become popular in many countries. Governments want to reduce
government spending and public borrowing, and they are aware that private companies
may perform these services at a lower price, thus they are introducing a public-private
partnership to replace direct state investments.

As noted by Spackman [15], the projects financed by the private sector are the main
mechanism to expand the role of the private sector in the provision of public services.
Such private financing, inter alia, enables better contract identification and management
and innovation designing. At the strategic level, it extends the transparency of public
procurements and effectively obliges performers to a long-term cooperation.

Besley and Ghatak [1], who verified the importance of the care in relation to public
service as means between the parties in the public-private partnership, note that
the party in the partnership, which cares more for public services, regardless of the
amount of invested efforts to implement these services, should have the equity control.

Parker [11] concludes that the caution is required when dealing with public-private
partnerships and that such partnerships do not necessarily lead to improved economic
efficiency in public procurements in the defence field. Much attention should be paid
to negotiations in developing public-private partnerships, to monitoring their results and
their renewal. Examples from abroad (e.g. the UK defence sector) suggest that public-
private partnerships are also associated with high transaction costs to help prevent
the potential benefits in terms of economic incentives to efficiency. This finding is
crucial to the defence sector, as well as in general for all public-private partnerships
with a certain type of uncertainty. In this regard, Parker (ibid.) points out that the costs
and benefits of public-private partnerships must be carefully balanced with the costs
and benefits of more traditional forms of public procurements in the public sector.

Example: with the abolition of the police administrations in some parts of Slovenia,
a large resistance and the perception of citizens that the Slovenian police presence
in the area will be too small and will not provide sufficient security to citizens is
observed.

Slovenian police is establishing police offices in certain towns, but they do not function

effectively, because due to a massive fluctuation the work is carried out by officers who
do not identify themselves with the problems at the micro level.
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The responsibility for the supervision and development of the private security
in Slovenia is in the hands of the Slovenian Police. Furthermore, the ration between
the Slovenian police and the private security in a numerical sense should change
in favour of the private security. The solution for the described problem may
be in the following.

Mini Police Station introduced in Detroit in Michigan State is based on the recognition

that smaller police units deal with security problems of a certain community much

easier and more effectively. It is a decentralized police system, where only one police

officer is employed per police unit. The model is based on two concepts:

- The police officers and their ability to identify specific criminal phenomena are
known by the people in the community;

- A constructive involvement of volunteers in the implementation of the programme
and the possibility to contribute to the content.

A police officer, who works at a mini police station, has complete freedom both in the
organization and in the mode of operation. A police officer has to find premises on his
own and provide a self-imposed contribution for equipment. This compels him to get
in touch with people; the people in the neighbourhood, who have contributed
in equipping the premises, on the other hand, have a deeper sense for the work results
of the stated police officer. The introduction of mini police stations has increased
the popularity of both the police and the flow of information.

In Slovenian territory, based on the public private partnership, Slovenian police could
place mixed teams of police officers and private guards, who would be selected through
a public tender. Such teams would have the power of preventive policing and solving
simple security problems. Above all, in individual environments they would restore
a greater perception of safety in citizens.

In the field of civil protection and disaster relief on the other hand, we are faced
with two concepts of disaster relief, which on various occasions are in the conflict that
sometimes also means a delay or requires coordination.

This is a very well-developed voluntariness, e.g. Slovenian Fire Service, mountain
rescue teams, etc. Volunteers are often even the primary rescue carriers. Their
motivation and skills often border on the enviable professionalism.

Still complex threats and security events require the knowledge that can be provided
only by professional officers and professional skills (e.g. CBRN field - chemical,
biological, radiological, nuclear defence). However, motivation and resources for
establishing such professional organizations are not at the appropriate level.

In the future, the public private partnership could focus the motivation and knowledge
of volunteers into the foundation of a larger number of professional public-private
companies (maybe even after the model of social entrepreneurship), which would give
us adequate forces to tackle the most demanding situations in real time with knowledge.
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4 COMPREHENSIVELY AND THOROUGHLY ONWARD

The contemporary security environment is confronting us daily with challenges of new
threats that are unrecognisable, and are rapidly changing, and complex. These threats,
which are far from conventional military threats, frequently escalate into a crisis that
traditional organizations, such as the army, police, intelligence services, justice, civil
protection and disaster relief with current powers do not recognise as their own, and
therefore, they are not addressing them (e.g. radiological, chemical, nuclear terrorism
in all its versions).

The difference between the perception of the crisis and its reality, not adopting the crisis
as their own, and legal impediments to taking initiatives for its resolution, mean a loss
of valuable time and money. When those responsible ones do finally deal
with the problem of the crisis, they each lack the competence, skills or equipment
(e.g. the military has protective masks, the police do not have them even though they
are the first to go into action, etc.).

We, therefore, believe that Slovenia does not need the conventional army and
conventional police, traditional intelligence, security activities, and traditional
diplomatic activities, conventional voluntary civil protection and disaster relief. The
army and police should be disbanded by classical bankruptcy (some have successfully
done this).

It is necessary to establish a joint force that in theory is known as a paramilitary force,
which is capable of performing the present tasks of the army, police and civil protection
and disaster relief under a unified command.

The surplus of people goes to private security companies, a small number goes for
guards in prisons, others to the free labour market and such like.

The diplomacy changes from traditional diplomatic missions into a flying mobile
diplomacy from Ljubljana or some centres.

The intelligence and security services would be united under one roof and kept at the
third of the current size.

Some incentives for changes, such as e.g. the initiative for the abolition of the Slovenian
Armed Force of the magazine Mladina, are already present in the Slovenian territory.
Today in the Ministry of Defence, the Slovenian Armed Forces, Civil Protection and
Disaster Relief forces, the Ministry of Internal Affairs and the Slovenian police,
the Ministry of Foreign Affairs and our diplomacy, the Ministry of Justice and its Prison
administration and intelligence services operate a total of about 21.500 employed public
servants. They spend 1.350 billion EUR from the budget on an annual basis for its
operation, including salaries.

When a non-transparent threat that may never develop into a crisis turns up, this huge
machine is operating in an uncoordinated way. In most cases, it spends a lot of time to
determine which of them will be responsible to solve the problem and who
will be participating in it.
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An example of this are the last floods in Ljubljana, which were tackled by several
hundreds of volunteer fire-fighters that left their jobs in Prekmurje and came to help the
people of Ljubljana; meanwhile there were thousands of unused professional soldiers
in Ljubljana, who were paid to observe the volunteer fire-fighters. In sum, the irrational
nonsense, where at one end we take the labour force from the manufacture, which is
suffering damage, and place it at the other end of Slovenia, where we already have paid
soldiers, who are competent, but not used. It is a double loss of income or irrational use
of resources.

To address the crisis, a rapid and measured response is needed, and it must be clear
immediately, who is the owner of the problem solution.

Our thinking about reengineering, which is a comprehensive and radical change
of the above-listed subjects of the national security system, is moving towards greater
integration of all and greater efficiency. We believe that by strengthening the integration
and better training it is possible to reduce this multitude of 21.500 public servants
to 12.000 professionals and the resources from 1.350 billion to 750 million EUR.

We will gain a national security force that will be the owner and rescuer of all the non-
transparent threats and problems in every moment. At the same time, we will get about
11.000 people with solid multi-disciplinary skills on the free labour market, and we will
have the remaining 750 million EUR available for them. If we use part of it for their
reintegration in other areas of the labour market, we still have at least 400 million for
the development of new technologies and other development opportunities.

This is, in short words, reengineering - that is a radical change in the system of national
security, which will undoubtedly occur in the coming years; reengineering in terms
of normative, organizational and logistical regulation.

CONCLUSION

Thinking about the thorough and comprehensive changes in our national security
system is intended to encourage a discussion. It also shows that it is necessary to start
to lay off employees from the state administration as well and find more effective roles
for the redundant civil servants in the society. This is the only way to achieve
a breakthrough into a new cycle of development of Slovenian society. In present
conditions, the gap between the understanding of the public administration
and the profit sector is too wide.

To address the crisis, a measured response is needed, and it must be clear immediately
who is the owner of the problem and the searcher of the solutions. A key question
onour willingness for reengineering is raised. Security threats require changes
in the operation and organization NOW. The awareness of this content and issue should
give us answers on WHAT to do. Knowledge and research should provide solutions or
give answers on HOW TO realise this.

Values must separate the important issues from unimportant ones and show where

to focus the efforts in the future. The willingness to reflect on the comprehensive
and thorough changes is undoubtedly the elementary basis for the first steps and start.

(0]V)
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Zdzistaw POLCIKIEWICZ

THE CHARACTER OF PRESENT AND FUTURE OPERATIONS

Abstract:

The article includes analyses and evaluations connected to the character of present and
future military operations based on combat lessons from military conflicts, which took
place at the end of the last century and at the beginning of the present one. The author
has identified main periods of the military operations development on the background
of the contemporary art of war and assessed their predicted character, also of those
which resulted from the net centric operations environment. Presented concepts may
support the assessment of required directions of the national armed forces
transformation as well as other NATO armed forces, in the aspect of allied operations.

INTRODUCTION

The issues connected to the future operations character are still an important subject
of many military theorists and practicians' researches. They entirely agree that
the character is determined by many different factors, from which one of the most
important is the state of international relations. According to that the military operations
are classified as war, crisis and peace operations’. It is necessary to point out that
thewar operations generate the most difficult environmental conditions for armed
forces, so in further considerations the main attention will be focused on them.

The war operations result from direct threats or expansion politics led towards countries
or other legal subjects in the international area. Among direct threats there are till
present traditional delay, defensive and offensive operations, whose main object is
maintaining independency and territories of an own or allied country.

1 MAIN STAGESOF MILITARY OPERATIONSDEVELOPMENT

In the contemporary art of war one may find three main stages of the operations
development. The first stage was typical for the First and Second World Wars and had
lasted until the eighties of the last century. The operation character had resulted from
assumptions connected to a global conflict. Operations were conducted independently
by main military branchesin their own environments.

In the second stage, at the beginning of the eighties, a conception of an air-land
operation was created. It rejected the idea of a massing force and introduced
acombination of land and air activities under one command and common enemy
engagement using different military branches (air force, army, navy). It required a strict
integration of activities both in national and allied structures. It is important to notice,
that the integration of different military branches and activities creates the concept
of joined operations. Hence since the middle eighties of the XX century there has been
existing a new term — Joint Operations.”> Many military theorists don't treat joint

L A. Czuprynski, Kampania i operacja — préba systematyki pojeé, (W:) Charakter przyszlych operacji,
materiaty z konferencji naukowej, AON, Warszawa 2004, p. 112.

2 Joint operation — an operation which is conducted by elements of at least two military branches. See:
Stownik terminéw i definicji NATO (AAP-6), wyd. grudzien 2006, p. 203.
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operation as a new kind or form of operations, but as a demand of present-day combat
activities which naturally comprise operations of different military branches®.
The essence of ajoint operation is an integration of efforts of all employed components
to attain required objects while minimizing costs. The characteristic feature
of the operation is striving after the information superiority and elimination by precision
fire those elements which are decisive for the enemy to continue his activities.
The engaged elements don’t have to belong to armed forces, these can be the objects
of infrastructure as well.

The air-land operation idea had initiated the third period of the military operations
development. Nowadays the conception of a decisive operation is implemented, which
doesn’'t assume the physical elimination of the enemy, but destroying the key elements
which determine his possibility of the operations continuation. The selective
engagement of the most important objects may be the direct basis of bringing
the conflict to an end.

It is necessary to point out that air-land and decisive operations are described as
multidimensional operations.

2 ANTICIPATED NATURE OF CONTEMPORARY OPERATIONS

The conclusions from wars and military conflicts indicate that present and future
operations will not be characterized only by the complexity of activities of different
military branches and services. The present day combat field, due to its
multidimensionality, is more often named as a “battle space’. According to many
heading military theorists, the conflict in The Persian Gulf in 1991 started a new era
of wars in which weapon systems based on the newest technologies were applied”.
The subsequent combat operations, between them mainly the operation Iragi Freedom
in 2003, had confirmed that hypothesis. The weapon technology continuous
development caused operations moving from hitherto existing three dimensions
of combat (land, air, sea) to new spaces, such as cybernetic, electromagnetic or cosmic
ones. In these “unnatural” spheres the tools of fight with intelligential features, which
will enhance the activities tempo and precision, will be more frequently applied.

The cybernetic space (cyberspace) results from the informatics and information
operational systems and electronics technology development®. The attacks in this area
tend to informatics systems destroying or disturbance as well as a direct influence
onthe electronic subassemblies. Regrettably there exists a risk of breaking into
informatics systems and nets with the am of periodical or permanent interruption, for
example with introducing viruses. The engagement in this space may bring the enemy
to systems monitoring and controlling. Furthermore information manipulations and
errors production in data bases or stealing valid and introducing false information are
achievable. Hence the new military services — informatics forces — are being created.
The conception of establishing such forces in Polish Armed Forces has also arisen®.
Theinformatics forces will be designated for offensive and defensive (preventing

3 M. Wiatr, Operacje polgczone, Wydawnictwo Adam Marszatek, Toruri 2006, p. 25.

4 Military Intelligence” nr 5/1992, p. 6-11.

® G. Rattaray, Wojna strategiczna w cyberprzestrzeni, Wyd. Naukowo-Techniczne, Warszawa 2004,
s. 31.

® Wizja Sit Zbrojnych RP 2030, Departament Transformacji MON, Warszawa 2007, s. 21.

63



and securing) operations executed in an information area, in order to achieve
an information domination. One of their main tasks will be the command and
communication systems protection against the net threats, as well as the potentia
enemy’s systems penetration’.

The new area of operations is the electromagnetic space®. In the future it will
be possible to create electromagnetic barriers, the crossing of which will be causing
injuries of personnel and a combat equipment destruction.

One of the multidimensional area determinants is aso an outer space, in which
the supremacy may be achieved by some richest countries’. The cosmic dimension
of operations had stopped to be only a scientific fantasy invention along time ago. It is
afact now as well as the space armaments. Many countries have launched their satellite
systems, for instance communication, intelligence, navigation or meteorology into
the Earth’s surrounding space which are designated also for military objects,. There
exists a large probability that in the close future they will be able to engage objects
in the outer space or on the Earth.

The combat experience indicates that operations are conducted in al dimensions as well
as in many directions and in entire area width and depth. Renouncing the linear combat
field conception and striving to nonlinearity caused the further obliteration
of the differences between deep, direct and rear areas of operations.

One of essential conclusions from the Iragi war is the change of operation area
delimitation procedures. The units more often will not possess common boundaries
inthe operational area™. Such partition enables to concentrate the main effort
in the areas, which are crucial from the own forces operation point of view. Moreover
the forces large dispersion makes them less susceptible to enemy’s strikes, first of all
amass weapon engagement, the use of which is still very probable. However this
solution makes the force commander responsible for non deimitated elements
of the operational combat order. Hence the commander must have to his disposal
the necessary forces and means to control the area not occupied by subordinated units.
In addition it brings the necessity of authority decentralization. Such solutions are
applied in the Polish Armed Forces (SZ RP) training, for instance during the GRANICA
06 exercise (figure 1)**.

" Simultaneously with computerization development the risk of bresking into informatics systems
increases. According to the Pentagon administration in 2005 were noted 79 thousand of unauthorized
tries of getting access into the US defense system. Approximately 13 thousand were probably
successful. The attacks were directed among other things into computer nets of the 101st Army
Airborne (Air Assault) Division and 82nd Army Airborne Division. J. Czerminski, Niedoceniona
bron, ,Polska Zbrojna’ nr 16 (587)/2008, s. 25.

8 7. Scibiorek, W. Kaczmarek, Przyszla wojna — jaka?, Warszawa 1995, s. 34-35.

° The US Armed Forces conduct defensive and offensive counterspace operations.

9 M — 3.0. Operations, HQ, Department of the Army, Washington 2001, s. 4-20.

' 1n the “GRANICA 2006” exercise fire support means (army aviation, Brigade Artillery organic
battalions) were subordinated to mechanized divisions and brigades. At the land forces commander’s
disposition only quick reaction forces (QRF) were |eft. Consequently the divisions were capable of deep
deployment and taking advantage from use of close air support (CAS) and air assault forces.
Furthermore the mechanized brigades were able to quick fire reaction on threaten direction and use of
CAS.
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In all probability future operations will encompass a larger area while reducing
the number of troops. The operational tempo will be enlarged as well. For example
the operation Desert Storm 1991, in which the number of troops operating in 1 km?
of the operation area was 15 times smaller than during the second world war (chart 1).
Next during the operation Iragi Freedom the operational scale and tempo were 7 times
larger than during the Desert Storm. The operation dynamism and efficiency were
achieved thanks to a wide application of a new doctrine, called the Rumsfeld doctrine,
which is based on an extensive use of informatics nets, the force rapidity and common
use of the precise weapon’3

Legend:
JAAT —Joint Air Attack Team
FARP — Forward Arming and Refueling Point)
FAC — Forward Air Controller)

Figure 1 Thedivisional task force combat order during the GRANICA 06 exercise
Source: Author

2F. Gagor, ,Blitzkrieg” Rumsfelda, , Polska Zbrojna’ nr 18 (328) 29.04.2003.
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War (conflict)
Specification | world war | Il world war TheYom The Gulf
1914 1945 Kippur war war

1973 1991
Areaoccupied
by 100 000 troops 248 2750 4000 213 000
(k)
Areawidth (km) 14 48 57 400
Areadepth (km) 17 57 70 533
Number of troops 404 36 25 2,34
(km?)
Number m? on one 2475 27 500 40 000 426 400
troop

Table 1 Theoperational area size evolution
Source: G.R. Sullivan, J.M. Dybik, Dziatania bojowe na lgdzie w XXI wieku, AON, War szawa 1993,
p. 18.

Conclusions from the operation lIragi Freedom demonstrate that the operation
effectiveness is determined by its tempo. Simultaneous air and ground strikes
onthewhole enemy’s depth, particularly at his key objects, significantly enhance
the operational tempo. Thus they restrict own troops casuaties as well as the ones
between the civilians. Furthermore they make enemy unable to provide an effective
operation. According to military theorists the operational tempo is more important than
the number of engaged units. The combat force has stopped to be a quantity measured
by the mass of committed troops, as the era of multimillions armies had finished a long
time ago.

The amount of engaged forces must be optimal, adjusted to the operational conditions.
The contemporary domination is not achieved by the concentration of mass forces
on chosen directions. There are more important issues than making material supremacy,
presented by the number of troops, tanks or guns and they are: the access to actual and
credible information, relevant maneuver and efficient command and control,
intelligence and weapon systems. The fire support concentration on deciding point and
time is particularly essential. Therefore the role of support means increases, of modern
field artillery systems among others. The use of the latest technical achievement, high
level of training and organizational structures continuous modification, fitted to future
operation demands are also imperative. Therefore in the US forces and other leading
armies the military potential enhancing will be achieved by the transformation of the
present tactical units into modular units, consisting of command and support units (unit
of employment - UE) and subordinated combat units (Unit of action — UA), the size
of which is equal to the brigade combat team (BCT)™. Consequently, future operations
will be realized by self efficient combat teams (task forces), able to provide mobile
defensive and offensive operations. Their structure will be adjusted dependently on the
situation and task. The forces will be getting smaller but they will be active, mobile,
flexible, adapting to changing conditions and mainly freed from centralized command
and control. Every forces element will be linked with fast and safe network ensuring
efficient command and control and a high level of knowledge about the battlefield.

3 B.T. Boyle, W.M. Raymond, NLOS Battalion. Fires and Effects in the UA of 2015, (w:) ,Field
Artillery”, May-June 2003, p. 36.
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Thanks to the newest intelligence and weapon systems the task forces will be able
to execute simultaneously ground and air long range strikes in the whole operation area.
These will facilitate a rapid relocation of the operation centre of gravity. The strikes
simultaneousness is dtrictly connected to the nonlinearity. Until recently
the commander’s main task was to coordinate main forces operations with deep
activities, as in future operations, conducted on the nonlinear battlefield, simultaneous
strikes on the objects in the whole area will be required. Well-informed forces, able
tomove fast and concentrate their effort on determined direction, will be strongly
predisposed to execute such tasks™.

As aresult of generating numerous, often independent, fights in the whole operation
area, the battle conducted by task forces will have a focal and three dimensiond
character. The new conception of the task forces operation, called “battle swarm”, has
been created recently™. It is based on systematic, pulsar and synchronized strikes (also
lethal), realized from all directions on selected objects by dispersed but networked units.
The purpose of these actions is not the physical elimination of the enemy, but
the destruction of his entity and cohesion. One of the future operations’ discriminatesis
their maneuvering character. The maneuver will be carried out to occupy the most
advantageous positions in relation to adversaries. A rapid movement, executed by forces
in the optimal moment, may leave the enemy troops surprised, facilitating their
elimination or inactivity.

As a matter of fact operations will be still centrally planned, which will ensure
the common object achievement, but the way of their conduction will be significantly
decentralized. The effort concentration on determined point and time will likely replace
the forces concentration. Therefore it will be possible to abandon the presently applied
doctrinal rules, stated in the normative documents and creatively use the art of war
principles and materialize in practice the objective command rule. In consequence it
will enhance the operation dynamics and permit achieving objects in shorter time while
decreasing own and the adversaries’ losses'®.

In future operations, considering their dynamics, the time will be one of success
conditions. Conclusions from last wars and conflicts point out that it has been
constantly reduced. While during the Second World War the decision making process
lasted even severa days, in the future it will be in the rea time (Chart 2). Time
determinant permanent increasing obliges the commander to enhance the command
process quality, particularly there is significant reduction of the decision making
process. Furthermore, the maximal reduction of operations time is fundamental. It will
cause the losses reduction and economic costs decrease. Briefness will be one of future
operations modernity determinants.

YM. Wiatr, Miedzy strategiq a taktykq, Wydawnictwo Adam Marszatek, Toruri 1999, p. 157.

>3 Arquilla i D. Ronfeld, Svarming and The Future of Conflict, RAND 2000. 20.03.2008
http://www.rand.org/publications DB/DB311/DB311.pdf.

8 M. Wiatr, Miedzy strategig ..., wyd. cyt., s. 158.
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War (conflict)

| world Il world | Operation | Operation | Futurewars

Specification war war Desert Iraqi
1914 1945 Storm freedom
1991 2003
Data processing | Days Hours Minutes Red time |Red time
Weapon Weeks Days Hours Up to two|ln
(delivery) system hours reconnaissance
choose (mainly air|rea time
force)
Planning process | Months Up to one|Oneday Hours One hour or
week less

Table 2 Thetime deter minant evolution in military conflicts
Source: A. Czuprynski, Charakter przyszlych operacji militarnych, ., Zeszyty Naukowe AON" nr
2/2005, p. 83.

One of modern operations attributes is striving to minimize own as well as the opponent
losses. Modern fire systems are able to cause huge infrastructure damages as well as
casualties between both combatants and non-combatants. Such operations would not be
accepted presently on international arenas. According to the last conflicts anayses
themaximal decrease of losses is essentia’’. Present operations prove that one
of victory conditions is not the physical destruction of the enemy’s forces and weapons
but the will of the fight deprivation®®. It is based on the enemy’ s combat ability decrease
as well as making him aware that his further resistance is pointless or causing him
losing his nations' support.

The use of more precision delivery systems results in the casuaties minimization. It
causes targets selective engagements without accidental casualties in the fire area.
Hence in the present military conflicts there are used precision weapon systems both in
aviation and artillery more often. While in the operation Desert Storm (1991) precision
bombs and projectiles made 7 percent of applied ammunition, in former Yugosavia
(1999) the percentage rose to 30 percent, and in the operation Iragi Freedom
the precision systems made 85-90 percent applied anmunition™.

One of the man elements which determine the success of every operation
isinformation. It may be assumed that the information struggle will start every battle. It
is one of the determinants of the domination over the enemy. The information struggle
may be an autonomous phenomenon or a component supporting operations on al levels.
We can observe vast changes in information gathering, processing and managing. Not
only the quantity of the information is essentially important, but also quality plays
an important role. Excellent reconnaissance and intelligence systems provide a lot

" The targeting process minimized casualties during operations in former Y ugoslavia, Afghanistan and
Iraq 2003.

8 P, Faber, Rewolucja w dziedzinie wojskowosci (Proponowany zarys programu szkolenia), , Zeszyty
Naukowe AON” nr 4/2003, p. 99.

9 Field Artillery on the Crossroads of Transformation, (w:) ,Military Review”, January-February 2004,
p. 34.
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of information, as a result of which the problem is not the lack of data, but its
overabundance, so as a consequence the information assessment and use are more
complicated.

Getting the information domination is ill the main object of combat activities;
however, the fighting way and scope of the domination are being changed.
Theinformation struggle is like an exceptional race. The time of data collecting,
processing and managing must be shorter than the opponent’s reaction time®. The
struggle for the information domination must be permanent and intensive. Since the
prompt and credible information regarding the enemy, own forces and operational
environment speeds up the decision process, the decision value increases as well, which
as aresult will allow to achieve superiority over the adversary. Furthermore, it gives a
possibility to carry out an optima maneuver and effective fire engagement. The data
transfer enhancement will enable al levels commanders to launch their reports,
decisions and tasks faster and more accurately than presently. The constant
augmentation of the data transfer tempo is assured by the informatics technology
development, as the result of which the information process tempo was enhanced ten
thousand times compared with the Second World War (Tab 3)

War (conflict)

Operation | Kosovo Operation
Specification | world [l world Desert conflict Iraqi
war war Storm 1999r. freedom
1914 1945 1991 2003
telephone |telewriter |computer | internet teleinformatic
telegraph network
Mean of
communication

Data transmit 32 bit/s 71 bit/s. 256 hit/s 1,54 783
Speed megabit/s | megabit/s

Table 3 The data process and transmit increase in contempor ary oper ations
Sour ce: Sieci teleinformatyczne w dziataniach sieciocentrycznych, conference materials,
AON, War szawa 2007.

From the above study there results that the information sphere takes the essential place
between the possible combat environments and the information struggle will be a firm
element of future operations®.

2 ). Gruszczynhski, M. Fiszer, Joint Vision 2020. Mysl przewodnia amerykarskiej doktryny obronnej,
»Przeglad Wojsk Lotniczych i Obrony Powietrznej” nr 5/2003, p. 21.

1 B, Balcerowicz, Pokdj i nie-pokéj na progu XXI wieku, wyd. Bellona, Warszawa 2002, p. 172.
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3 NETWORK CENTRIC OPERATIONS

The technology development and especially the electronics achievements cause a more
frequent use of modern weapon systems with high automation level, served by few
soldiers in upcoming operations. The wide use of unmanned land, air and nava
vehicles, often armed, able to operate in al environments and meteorological
conditions, may also be assumed. The connection of information with the use of modern
weapon systems will guarantee the operation precision and the given objects efficient
achievement. According to the last Gulf War experience military operations may have
anetwork centric warfare (NCF) character. The net-centrism is seen mostly
in the information area, which mainly isto bond all the participants’ potency and effects
achieving the operational goals. There has also been shaped the net-centric war
conception, which is based on an assumption that the combat force enhancement is
generated by the junction in the network of sensors, commanders and weapon systems
in order to achieve a common operational picture, augmentation of commanding and
operational tempo, weapon effectiveness and resistance on the opponent’s strikes
enhancing, as well asraising the level of operation synchronization?.

In net-centric operations, the information superiority is essential, which was confirmed
by the operation Iragi Freedom lessons. During this operation the intelligence was
conducted with the use of many different means, such as. satellites, U-2 aircrafts or
unmanned aerial vehicles (UAV), for example Global Hawk. In order to achieve the all
participants combat theatre understanding, the establishment of the common operational
picture (COP) was essential. Every main element of the combat order was linked by fast
and safe communication networks assuring dexterous command and high level
of knowledge about the battle space. The lessons point out that the information
supremacy enhances the forces strength, assures their optimal use and brings advantages
from the common operation effects. In consequence of precision strikes, faster
achieving of operational goals while minimizing losses and devastations is possible.
Hence the net centrism idea will be probably still taking an important place between
contemporary theoretical conceptions of military operations.

CONCLUSION

The presented study indicates that future military operations will be characterized
by the massive use of most recent technologies, including also modern informatics and
precision weagpon systems. As the consequence the operations will be more
complicated. They will be characterized by: activities integration, multidimensional
and multi environmental space, enhanced tempo and theatre, precision, nonlinearity,
synchronism and focalization, informatics domination and net-centrism. Most likely the
adversary deprivation of the fight motivation will be more important than his physical
elimination. Operations will be conducted by highly mobile modular task forces,
integrated by tele-informatics networks, what will guarantee an efficient command
process and clear operational picture. The command and control automation is one
of essential elements of the successful present and future operation conditions,
particularly those which are to be conducted in the network centric environment.

2 R. Szpakowicz, Wojna w Iraku a koncepcja wojny sieciocentryczngj, ,,Przeglad Wojsk Lotniczych
i Obrony Powietrzng” nr 11/2003, p. 7.
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Roman SPERK A

MULTI-AGENT SYSTEMS FOR BUSINESS PROCESS
MANAGEMENT - OVERVIEW

Abstract:

Business process management systems are used in corporate environment to reduce
their routine business and administrative work in order to improve business processes.
This paper focuses on the multi-agent solutions for the business process management.
The purpose of the paper is to describe the key concepts of the agent-based system
design and to point out the main differences between agent-based and traditional
business process management approaches.

1INTRODUCTION

In the systems engineering sector, a process is a sequence of events that uses inputs to
produce outputs. According to [3] the process management, based on a view of an
organization as a system of interlinked processes, it involves concerted efforts to map,
improve, and adhere to organizational processes. The Business Process Reengineering
(BPR) movement of the 1990s emphasized technology as a key enabler of the process
management and process change. As a result, information technology (IT) has steadily
gained a prominence in the management suites of large enterprises. The Business
Process Management Systems (BPMS) deployment provides a closer relationship
between business process designers, and IT helps to reduce the gap between
the business requirement and the final deployed solution.

The key concept of Business Process Management (BPM) is the convergence
of technologies with process management theories. This convergence produces a new
process design and implementation approaches that enable what Michael Hammer [6]
terms the process enterprise. BPM solutions enable the process enterprise to measure
and standardize processes and provide reusable processes that can be networked. This
new breed of technology eases the task of changing business processes by separating
the underlying applications from the business processes. Processes are no longer etched
in stone once they are conceived. This inflexibility to support changing business
processes was the bane of many business applications. [3], [10]

Previous works [1] and [9] describe BPMS as ideal for managing business processes
which are well structured and where al logical paths can be fully predefined. However,
not every business process is like this. Furthermore, the business environment is
becoming more dynamic and volatile, and follows more complex processes.
The existing BPMS have a number of drawbacks and limitations [9] and [14]. They
need an improvement and changes. Therefore new approaches, which also include
agent-based technologies, are rapidly emerging. The main advantages of the agent-
based approach over more traditional counterparts such as management information
systems, workflow management, and enterprise integration are those that it offers
greater flexibility, agility, and adaptability. [5] Many research teams have introduced
their own solution of the BPM systems using agent technology [2], [7], [9] and [12].
There are various approaches; each has its own particular enhancements and features

72



of using the autonomous, collaborative and intelligent software agents with an agent-
based system.

The purpose of the paper is to describe the key concepts of the agent-based system
design and to point out the main differences between agent-based and centralized BPM
approaches. This paper is structured as follows. Section 2 briefly informs about the
BPM principles. In section 3 the intelligent agent description is presented. In section 4
and 5 we summarize the advantages and disadvantages of traditional and agent-based
BPMS.

2 BUSINESS PROCESS MANAGEMENT

BPM is a systemic, structured approach to analyse, improve, control, and manage
processes with the aim of improving the quality of products and services. From this
definition, BPM has evolved into a management approach. Chang [3] summarizes these
BPM principles:

- Processes Are Assets - functions or individuas do not produce vaue for
customers. They might be responsible for a part of the overall work, but customers
will not perceive value from standal one functions;

- Processes Should Be Managed and Continuously Improved — the management
of processes entails the tasks of measuring, monitoring, controlling, and analysing
business processes. These three tasks go hand in hand,;

- Information Technology Is an Essential Enabler - in the new industria
engineering, business processes are the focus for an improvement, and IT is the key
enabling tool. IT can provide rea-time process information that is very important or
BPM to accomplish its tasks of monitoring and controlling business processes.

BPM is characterized by these practices:

- Process-Oriented Organizational Structure — an organizational setup reduces
the duplication of functions but still allows the organization to benefit from
the process-focus one;

- Appoint Process Owners - a process owner is responsible for the performance
of the process assigned. The process owner designs, deploys, and improves
the process,

- Top-Down Commitment, Bottom-Up Execution - practitioners have found that
the best way to implement BPM is to align it with the strategic goas
of the organization;

- UselT to Manage Processes - traditional systems implementation methodology is
focused on functions and objects. Processes are relegated to a workflow which
usually does not receive amajor attention during the implementation;

- Collaborate with Business Partners - the management of business processes
should not stop at the edge of the organization. Increasingly companies are getting
more and more focused on what they want to perform in a housg;

- Continuous Learning and Process Improvement - in the customer-centric
economy, the competition is fierce and organizations have no choice but to
continuously improve their current offerings and introduce innovative new
offerings;

- Align Employee Rewar ds to Process Perfor mance - employee rewards should be
aligned to the performance of the business processes. This creates the situation
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where workers only want to maximize their functional performance at the cost
of collaboration with other functions;

- Utilize BPR, Total Quality Management (TQM), and Other Process
Improvement Tools - BPM organizations can choose the proper tool for
the appropriate situation. For incremental improvements, Six Sigma Define,
Measure, Analysis, Improve, and Control (DMAIC) could be deployed.

By introducing the core principles and practices of BPMS, we are faced with the second
important notion of the business process management - a Workflow Management
Systems (WfMS). Workflow is defined as the automation of a business process,
inwhole or part, during which documents, information or tasks are passed from one
participant to another for an action, according to a set of procedura rules defined as
workflow. So the workflow can be any business process, which consists of two or more
tasks performed in a seria or concurrently by two or more people. The workflow should
assure that the right people receive the right information at the right time. The workflow
provides the following general information about the business process [5]:

- Individuals and teams needed to compl ete a task;

- Information and resources needed to complete atask;

- Dependencies and deadlines for the task completion.

3INTELLIGENT AGENTS

A lot of research has emerged into the application of agents and agent-oriented concepts

to help solve specific challenges faced by current industry WfMS solutions.

The motivations for agents’ adoption in the workflow as discussed in [4] and [16] are as

follows:

- Workflow domains typically involve disparate data requiring distributed
components encapsulating local problem solving capabilities. Standard distributed
WIMS applications tackle the inter-process communication aspects but fall short
of dealing with the autonomous problem solving nature of the components
involved.

- Workflow domains typically involve severa discrete parts of an organisation
structure working autonomously albeit interacting as and when required to achieve
acommon goal, an approach congruent with the agent paradigm.

- Agents can facilitate an intelligent management of resources and workload through
the coordination and negotiation.

- Agents can provide the ability to deal with unpredictability through intelligent goal-
driven autonomous decision-making, altering execution paths in order to achieve
godls, including the possibility of learning capabilities.

- Agents can help ease interoperability and hence integration between components
of a WIMS and even separate discrete WIMS instances given the naturally
distributed systems architecture of multi-agent systems and the flexibility
of semantic messaging as a more generic application interface than typica API-
based approaches.

Y an, Maamar and Shen [16] also describe how some current WM S solutions claim to
leverage the power of agents in what the authors distinguish as “agent-enhanced
workflow management”. In these approaches agents are used as a peripheral technology
to the core workflow engine for tasks such as: personal assistant to human users,
organising, filtering etc.; making some context-based autonomous decisions without
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interrupting the human user; the generic interoperable interface for the integration
with other applications.

An agent is defined as a flexible software entity capable of performing an autonomous
action within the environment in which it is situated. In order for an agent to act
appropriately, it must determine the situation in which it finds itself. The full set
of actions available to an agent is described by Wooldridge [15] as its effectoric
capability. Choosing the appropriate action for this set is done at runtime based on
the decision making system employed by the agent. An important and prevalent aspect
of agent technology is the notion that typically no agent has full control of its
environment. Rather it maintains a certain (often limited) view of the environment over
which it can hold some influence. The natural consequence of this partia view is that
an agent often cannot guarantee an outcome for a situation within which it plays a part
as a result of performing its action. Agents must therefore be prepared for non-
deterministic behaviour within the environment and to adapt itself according
to the circumstances.

Most practical uses of agent technology involve not just a single agent, but multiple
agents working together in some collaborative way to fulfil a higher-level objective.
This constitutes a multi-agent system (MAS) and by nature represents a decentralised
distributed application environment where each agent maintains some level
of the control or influence in the environment [13], [15]. In MAS, each agent is aware
that it does not possess a globa view of the problem and that it cannot solve the
problem by itself, thus relying on the interaction and coordination with others. It is
however still programmed to operate autonomously to compete for satisfaction of its
own self-interests, which it believes are benevolent to the goals of the overal group.
Fundamental to a MAS environment is this ability for agents to demonstrate social
interaction with other agents. As in human socia contexts, how agents go about an
interaction, depends on their role and the relationship they have with the target agent.
These relationship categories as described by [11], [15] can include: peers or fellow
team members where familiarity and trust are aready established; authority
relationships where one agent has more power or influence over another; coalitions
of agents within or across organisational boundaries with stricter rules of the
engagement in place to allow agent participation within a wider problem solving
initiative.
Four Layer
Architecture

‘ Presentation Layer

Traditional

Presentation Layer \ Process Layer \
Application Layer ‘ Application Layer
Data Layer ‘ Data Layer ‘
Process embedded Process easily
in code changed

Figure 1 —BPM Architecture (source: adapted from [2])
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The development of agent architectures represents one particular strand of the research
operating under the Agent-Oriented Software Engineering (AOSE) discipline. It
considers the practical implications of implementing agent systems, focussing
on providing development toolkits and runtime environments that support the agent
paradigm. Encompassed within agent architectures, there are considerations relating to
agent lifecycle management; service provision; communication protocols and
mechanisms among others, all of which are encapsulated away from the agent devel oper
to facilitate an appropriate separation of concerns within the grander system
architecture. Here we look at five broad categories of agent architectures. Deliberate,
Reactive, Social, Mobile and Hybrid. [8]

4 TRADITIONAL INFORMATION SYSTEMS FOR BPM

An information system for BPM is a system that defines, creates and manages
the execution of workflows through the use of software, running on one or more
workflow engines, which are able to interpret the process definition, interact with
workflow participants and, where required, invoke the use of IT tools and applications.
Such systems typically consist of the following components [14] (Figure 2): business
process definition tools, business process servers, business process client applications
and business process monitoring and administration tools. Business process definition
tools alow you to define and map out the business process in the computer.
Theformalized build time business process, represented as a coordinated (parallel
and/or serial) set of tasks that are connected for a common goal. Business process
servers are the programs providing the run time execution of defined processes. They
read the process definition and actually execute and track them. A business process
client application is the software that the business participant uses to interact
with the workflow. The software does not need to be the part of the BPM system. [5]

Business process

Business process L
definition tools
management tools

- Other business process
management Servers

] F 'y

" hd
Business process Communication protocols
administration and

monitoring tools | g o -]
Business process

management tools
-l |
| Business process management server

L -~

=) : [ —— @

P Business process client Other business process |4—ip
applications client applications
— .

.
-
-

Figure 2 — Conceptual model of centralized business process management system
(sour ce: adapted from [14])

76



The magjority of current generation BPM systems pay a primary attention to business
process tasks interdependences, namely, to the enactment sequence of the tasks.
Existing systems provide a central workflow engine for a business process analysis and
management, which monitors al events in the system. Such systems can be adequate
only in situations where a business process is fully resourced and every conceivable
outcome can be considered and controlled. Unfortunately not all business processes can
be defined unambiguously. The real world business is a complex, continuously
changing environment, so it is hard for centralized BPM systems to reflect real world
changes adequately. Their structures suffer from a number of drawbacks
and limitations, including [9] and [14]:

- Limited flexibility during process enactment;

- Inability to cope with dynamic changes in resource levels and a task availability.
Existing systems tend to lack the necessary facilities to redistribute work items
automatically as and when required,;

- Inadequate exception handling, especialy during the processing of decomposed
items,

- Limited ability to predict changes, due to externa events, in both the volume
and the composition of work;

- Incompatibility of the systems components. The mgority of existing BPMS consists
of comparatively independent subsystems, which can hardly be linked to each other;

- Poor system accessibility and usability by the users;

- Inadequate representation of the real world business process that makes it difficult
for users to work with this system (especialy for BP participants that are not
involved in the system maintenance), which in their turn leads to the situation, when
the system is not used by the users, and it just represents a wider gap between
the real world process and it’s computer representation;

- Usualy the lack of performance, scalability and reliability.

5 AGENT-BASED BUSINESS PROCESS MANAGEMENT SYSTEMS

One of the possible decisions to eliminate the drawbacks of the traditional BPM systems
isto involve agent technology in the coordination of business processes. An agent-based
BPM system is a set of software components that meet the criteria to be considered as
agents and are involved in managing the flow of work through a business process [14].
The idea of the agent-based BPM systems is to split a business process into groups
in order to commit the coordination of this process groups to an autonomous software
agent (Figure 3).
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Figure 3 — Conceptual model of agent-based business process management system
(source: adapted from [14])

Business logic, explicitly defined to an agent by a set of business roles, is intended to
show agent’s task and resource dependencies on other business process participants,
which usually are agents too. Agents use business logic to plan their activities in order
to achieve the goal of the concrete process participant. Communication protocols are
implemented in order to allow an agent to synchronize their actions. The knowledge
about the business process logic is distributed among participants of the process. Each
agent acts according to his user goal, provides actua information about participant’s
current tasks and deadlines. Intelligent agents should be able to plan their actions, make
searches for achievements of alternative goa solution parts, explain own actions to
the user and give advice.

5.1 ADVANTAGESOF THE AGENT-BASED BPMS

Here the authors sum up the main advantages of an agent-based BPM usage [1], [11]:
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The use of goa oriented, communicating autonomous agents, which aso concerns
about business logic, allows multiple solution paths to the business process goa to
be achieved,;

Agent-based technologies alow greater flexibility and dynamism in the business
process management system. Decoupling components of the system alows them to
be swapped out, replaced, or even added to the system without impacting on other
parts;

It allows decentralized ownership of the tasks, information, and resources involved
in the business process;

Agent-based systems provide an access to the system, even if the system is
physicaly distributed. They alow building highly decentralized, distributed
systems, which corresponds to the real world situation, when the business processes
in organizations are physically distributed;

The use of autonomous agents provides a high degree of natural concurrency, when
many interrelated tasks are running at any given point of the business process.



5.2 DISADVANTAGESOF THE AGENT-BASED BPM S

As mentioned in [9] the very nature of the agent paradigm leads to a number

of problems, common to all agent-based applications:

- Agent-based systems have no overall system controller. It means that agent-based
solution is not the best choice for managing business processes with a lot of global
constraints to be maintained. The agent-based solution is not appropriate for
domains in which globa constraints have to be maintained, in domains where
areal-time response must be guaranteed, or in domains in which deadlocks must be
avoided,;

- Agent-based systems have no global perspective. An agent's actions are,
by the definition, determined by that agent’s local state. However, since in amost
any redlistic agent system, the complete global knowledge is not a possibility, this
may mean that agents make globally suboptimal decisions. This is one of the main
issues that the agent-based business process systems managers should take care of;

- Users of the agent-based system usually face trust and delegation problems. For
individuals to be comfortable with the idea of delegating tasks to agents, they must
first trust them. Users have to gain confidence in the agents that work on their
behalf, and this process can take time.

CONCLUSION

This paper looks through general theoretical questions about agent-based business
process management. It gives an overview of the main concepts of BPM and figures
agenera conceptual model of the traditional and agent-based BPMS. The paper points
out key properties of agent-based BPM S, sums up main advantages and disadvantages
of such systems. The existing agent-based BPM S solutions, which have already been
developed and applied as the solution of the real world problems, prove that the agent
technologies are a highly perspective direction for future researches.
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Karel VAVRA

MEDIUM-TERM BUDGET —STABILITY AND PRIORITIES-
SHORT EX POST ANALYSESOF FINANCIAL SOURCES
IN DEFENCE

Abstract:

The World Armament Expenditures is still growing, but European military budgets are
being reduced again. A significant risk exists that strict savings of expenses
in the defence sphere will finally predominate over the aim of the achievement
capabilities of facing new security threats. The Czech Republic has to face the same
problem. This context shows a devel opment of the Ministry of Defence budget and three
points of view on financial sources diversification. The monitoring system passed over
afinancial aspect and went through from factual to objective view-point. It is also
focused on shift from efficiency to effectiveness and economy. Can it help to eliminate
negative impacts of expected shortages?

INTRODUCTION

In the beginning of this paper, it is important to describe the current trend in advanced
industrial countries in relation to the size of public financial sources for allocation into
defence. World armament expenditures are still growing,® but up-to-date trend,
especially in countries of European Union, expresses a general tension to reduce
military budgets. It is necessary to understand this situation with regards to public
deficit growth in Eurozone.?

There are obviously two different voices which react to the arisen situation. On one
hand, some expert articles were published about strengthening pressure for a better
economical behaviour of the Armed Forces by the expenditure reduction. On the other
hand, serious impacts were also described of an excessive cut-down in NATO. It pays
for both long-term and short-term NATO members. Reaction to the Report about the
Strategic revision of the British defence and security described serious impacts of cuts
in the military budgets. This critical reaction showed the danger that the strict savings
of expenses in the defence sphere finally predominated over the aim of the achievement
the capabilities of facing new security threats.®> The NATO Secretary General was
concerned with it and proposed particular recommendations in his paper for overcoming
strictly set cuts of the budgets (spreading the burden of security, organizational reforms,
common funding, role specialization or avoiding duplication) to resolve upcoming
problems for adequate security provision.”

1 STANCL, L.: The armament industry in conditions of globalization, In Economics and Management,
number 2/2009, Brno: University of Defence, ISSN 1802-3975, pages 8 to 9.

2 MANDYSOVA, |.: European monetary stability versus regional governments, In Economics and
Management, 2010, number 2, Brno: University of Defence, ISSN 1802-3975, pages 7 to 15.

* You can read more in Jane's defense weekly, 2010, volume 47, number 43, page 18.

* RASMUSSEN, A. F.: Security Policy in an Era of Budgetary Scarcity, In European security and
defense, 2010, number 3, pages 7 to 9.
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With respect to this, Armed Forces primarily call for budgetary stability in the nearest
future years to guarantee sustained level of military capabilities and their righteous
development. With regards to expected cutting of public expenditures in the Czech
Republic, this problem is very topical for the Czech MoD budget too. It is obvious
the effective behaviour improvement is emphasised. Therefore, there exists a need to
analyze trends and conditions of the economic management as a way for better
economic decision making.

1 CZECH MILITARY BUDGET DEVELOPMENT

As the following graph will show, the Ministry of Defence (MoD) expenditures
decreased in last seven years significantly. It is also obvious that the gap between MoD
expenditures and Gross Domestic Product or Czech State Budget Expenditures have
widened.

MoD expenditures in comparison to Expenditures

of CZE State Budget and Gross Domestic Product
(in CZK billion)
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Graph 1: MoD expendituresin comparison to Expenditures of CZE State budget and Gross
Domestic Product
Source: Created by author. Data was taken from: MoD Budget (1993 — 2011). Attainable on:
www.ar my.cz.

We can see that the difference between the MoD budget in 2005 and in 2010 is more
than 14 billion CZK. It is almost 25 % of MoD budget amount in 2005. As White paper
on defence (WPD)' confirms, the military budget is going down systematically, but
without any systemic comprehensive analyses. On one hand, based just on WPD, there
are positive signals that the next defence development will be stabilized. The Minister
of Defence tried to construct WPD as well-balanced document with a wider acceptation
on the side of security specialists and on the side of civilian public, including political
representatives. This material was finally approved by the National Security Board
and by the Czech government.

! WPD was approved on 18" may 2011 by the Czech government, electronically achieved on
Www.army.cz.
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On the other hand, we can expect continual cuts in public expenditures (as Minister
of Finance signalized repeatedly because of the process of consolidation of public
finances). Therefore, the process of WPD implementation cannot calculate
with the same amount of financial sources which the MoD has now.

These facts signalize an inconsistent approach to the next Czech Armed Forces (CZAF)
development — the high quality of the CZAF is expected though no funding is available.
There is a public meaning, particularly represented by the working council and by other
participants on WPD, which supports to have a smaller yet functional and operational
army, which will be able to fulfil its main missions. Another opinion of public meaning
cares less about the operational level of CZAF capabilities and more about the state
budget savings.

Despite the fact of fiscal consolidation with regards to updating of the Czech Republic
convergent programme (according to EU recommendations), there is no way to prefer
a financial sight to a factual need for fulfilment of given security tasks and requested
capabilities. In a short-term point of view, it can bring some savings of public sources.
In amid or long-term perspective, it will probably bring a loss of many capabilities
because of outgoing staff, obsolete weaponry systems and the low level of training
support. It can bring the inability to uphold the Czech Republic security obligations
arising from membership in NATO. We can expect decadent providing of the adequate
internal and external defence.

2 EVALUATION OF THE CZECH MILITARY BUDGET DEVELOPMENT

Previous deprecating paragraphs ought to be balanced by the promised analyses of MoD
budgets in the last few years. The first point of view is financial and characterizes three
essential types of military expenditures groups. You can find more than a financial point
of view here. The second perspective brings source development according to
expenditure activities structure (The Activity List). It is similar to the set of DOTMLPFI
method indicators.® The third one compares the money and strategic goals in the
approved and adjusted MoD budget (during a fiscal year) in 2010.

21 THREE EXPENDITURE CATEGORIES—-POLICY AND REALITY

The three expenditure categories of MoD budget are:
Property reproduction programs expenditures (investments);
Salaries, insurance, allocation to CSNF and social benefits (personal expenditures);
Other expenditures not including property reproduction.

Development of mentioned categories is shown both in an actual amount of spent
financial sources and in a percentage share on the whole budget in every fiscal year. To
prevent possible confusion, let me please emphasize that for real terms expenditures
in 2006 a different color signature was used in the next picture (colours used for
personal expenditures and other expenditures were exchanged). Let me also add
a following short commentary:
Personal (mandatory) expenditures (PME) were increasing from 2006 to 2009
in real numbers (the decrease in 2010 started as an impact of a massive reduction
of the military and civilian staff of the CZAF). In percentage rate, PME share
on the MoD budget was increasing from 2007 to 2010 surprisingly (percentage rate
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was higher in 2006 than in 2007). It shows a trend of the PME escalation
in conditions of the budgetary scarcity. This trend kept stability regardless
of the massive reduction of the staff at the end of 2009;

Property reproduction programs expenditures (PRPE) were increasing from
2006 to 2007 and in 2009 in real numbers (in comparison to the prior year). This
category of military expenditures was decreasing in 2008 and 2010 and the share on
the global MoD budget had a very similar real amount (the difference was 0,341
million CZK) and the same percentage rate (19 %). It signalized relative financial
stability of PRPE;

Other expenditures not including property reproduction programs (OE)
slightly dropped down in 2006 and 2007. In 2008, they rapidly grew by almost 6
billion CZK more (compared with 2007). After this boom, these expenditures came
down approximately 1,5 billion CZK in 2009. Another 1 billion CZK was taken
away in 2010 (compared with 2009). The percentage share made up more than 40
% of the MoD budget.

The next picture, taken out of the official MoD publication (Budget — Facts & Trends
2008/2010 and Budget), expresses this development in last five years.

Real terms expenditures
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Graph 2 — Development of proportionsamong Main Categories of MoD Expenditures

Source: Budget — Facts & Trends 2008 and Budget — Facts & Trends 2010, Prague: MoD, 2008 and
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I SBN 978-80-7278-458-5 (2008) and 978-80-7278-545-2 (2010), page 13 (2008) and 12 (2010).
Attainable on: www.ar my.cz.
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In my opinion, there are two features pointing towards inappropriate usage of the MoD
budget with regards to the mentioned categories of expenditures. According to
the MoD expenditure policy (as you probably know, separation on 50 — 20 — 30 %
in the sequence PME — PRPE - OE), the first one is unbalanced proportion between
these categories. There still exists a huge amount of OE which is used especially for
operational tasks. The main aim of MoD expenditure policy was to keep a sustainable
progress of capabilities. For this approach, of course, it is necessary to have a well-
trained and capable staff and to use high-quality weaponry. The MoD budget
development expressed that expenditures dedicated for human and capital sources
(especially for a staff stability and weapon system improvement) were being cut.

The second feature is that only a financial perspective of three main expenditure groups
does not bring enough information for strategic decision making as MoD actually
needs. The strong pressure on the reduction of public expenditures brought requests to
implement more transparent and credible methods of evaluation, planning and
budgeting. That was why the Planning, Programming and Budgeting System
implementation started in the 90°s. However, it was stopped in 2004 and replaced by
the system of progress and activity planning (for execution of the Armed Forces reform
arrangement).

22 ACTIVITY LIST - FACTUAL CONTENT OF FINANCIAL
SOURCES

The Activity groups system (MoD expenditures divided according to The Activity list)
made it possible to connect factual and financial aspects of the planning and budgeting
process. In the late nineties, it was subsequently developed from a previous monitoring
system based on the purposes of expenditures. Designated manager for the purpose
(later activity) had a control of his partial budget. The system was used for a better
determination of factual expenditure content in accounting. It has been used in MoD
financial management until 2010 (it was possible to analyze data in five last years). An
observation of activities was cancelled at the end of 2010 and MoD lost a continual
historical development from this stand-point. Because of obsolescence, this system was
replaced by the Management by objectives method (in relation to requests of the newly
prepared state exchequer system).
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Next table shows expenditure diversification into the Activity groups in last five years.

Activities Amount (In CZK million)
2006 2007 2008 2009 2010
Current life support 26,984.9 24,794.8 24,813.0 26,483.9 24,936.5
Centrally planned MoD-wide activities 10,050.3 10,170.6 9,717.2 11,540.6 6,661.1
Build-up and development of Forces 6,637.1 9,478.3 10,577.3 6,397.4 7,669.6
Troops and reserves training 4,925.1 3,746.1 3,991.5 4,421.5 3,858.8
Activities abroad 2,426.9 2,335.8 2,385.6 3,769.0 3,071.9
Command and Control 1,957.4 1,498.6 1,274.6 1,391.1 1,559.1
Ecology and disposal of redundant property 1,516.4 0,905.1 0,335.2 0,284.1 0,263.3
Transfers, contributions and subsidies 0,647.7 0,604.9 0,740.4 0,741.2 0,534.2
Human resources preparation, use and their development 0,466.6 0,280.5 0,253.3 0,289.2 0,281.7
Public relation 0,081.6 0,091.7 0,078.5 0,065.9 0,030.8

Table 1 - The MoD budgetary expenditures diver sification into Activity groups from 2006 to 2010
Sources - Created by author.

Data was taken from Budget — Facts & Trends 2006, 2007, 2008, 2009 and 2010, Prague: M oD,
2006 to 2010, | SBN 80-7278-334-3 (2006), 978-80-7278-398-4 (2007), 978-80-7278-458-5 (2008), 978-
80-7278- 504-9 (2009) and 978-80-7278-545-2 (2010), page 28 (2006), 30 (2007), 31 (2008), 31 (2009)

and 28 (2010). Attainable on: http://www.ar my.cz.

We can say that expenditure diversification reflexes quite large differences both
in defined groups of activities and in monitored years. A category of the Current life
support represented any expenditure not given to the other categories and touching
only fixed expenses for bald living. Despite this fact, its development maintained that
a consumption of financial sources rather reflected the global MoD budget rather than
the real needs of military troops or other MoD institutions for bald living. In comparison
with the other categories, it is obvious some types of expenditures were included into
this one (probably wrongly, regardless of fulfilling given tasks). It implies a system
of activities held rather unconvincing data about legitimate demands for a consumption
of public sources.

It could be an adequate reason for the optimization of MoD expenditure monitoring
with usage of functional spheres (partially similar in their content).! Table 1 presents
quite considerable differences which were well-founded by the Activity group
development in observed years. As you can see, some of them copied the MoD budget
development in direct proportion, especially in a period from 2008 to 2010 (in
comparison to 2008, the amount of spent financial sources increased in 2009 and it went
down in 2010). For instance, the most effected groups were Centrally planned MoD -
wide activities or Troops and reserves training (differences and decreasing). There is
also a case of a positive financial development, for example Command and Control
group. As a second point of view, we can also see the smallest difference is between
financial sources of activity groups in years 2006 and 2009 (data confirm the biggest
similarity in all Activity groups in mentioned years).

1 According to article 20 in Command of the Minister of Defense 24 in 2010 (Planning of the MoD
activity and progress), functional spheres were based on DOTMPLFI method (D - doctrines, O —
organizational structure, T — training /including an educational system and behavioral cultivation/, M —
material /military equipment, outfit and other material fittings/, L — leadership, P — personnel /including
a need of recruitment/, F — facilities /including real estate/ and | — interoperability /a capability
of the collective operations/).
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Nevertheless, there is no chance of saying how much is enough when we do not have
clearly given goals and tasks and measurable indicators for their fulfilment. Nobody can
guarantee a level of requested capabilities. It supports the WPD idea of improvement
of the system of economical management markedly, focusing on the system of stable
preferences with elimination of possible wasting of money and supporting fulfilment
of given goals.

2.3 SYSTEM OF GOALSAND FINANCIAL SOURCESDEVELOPMENT

The method of the Management by objectives helps to implement the system
of the strategic goals in MoD conditions. The first attempt was performed in 2010. It
brought minimally two positive things. The first one was that the MoD more accepted
a deeper connection between tasks and money (through aset of evaluable criteria
focused on the quantity and quality measures). The second one was a closer usage
of effectiveness, economy and efficiency principles (it is possible to analyze different
variants and choose the optimally assessed way). The relation between strategic goals
and financial sources in 2010 is expressed in table 2. This table also emphasizes real
changes in financial sources allocation between a planned state and a final consumption
during a fiscal year.

Appointed Final Limits of | Consumption of ch
L N ange
Stratedic Goal Name Budgetary Financial Sources | Financial Sources between ABS
g Specification (ABS) (FLFS) (CFS) .
_ and CFS (in %)
(In CZK million)
The Functional System of The National Defence 7 866,468.0 9722,030.6 9635,803.6 22,49
Embattled and Interoperable Forces 837,820.0 1 608,966.9 1569,644.2 87,35
Modern Organization, Management and Command 2613,515.0 2650,188.3 2535,617.6 -2,98
Qualified and Motivated Personnel 6978,311.0 6 984,900.2 6 772,490.1 -2,95
Deliberate Modernization and Modern Infrastructure 9136,352.0 11 341,881.4 10 939,228.6 19,73
Personal Mandatory Expenditures 14 143,564.0 15167,600.3 15151,159.7 7,12
Current Life Support 3737,748.0 4261,704.0 4241,018.2 13,46

Table 2 - The MoD expendituresdiversification into the strategic goalsin 2010
Sour ces - Created by author.
Data was taken from the Financial Infor mation System (FIS) as an output of database in 2010.
Data is attainable on internal network of FISwebsite (http://www fis.acr).

We can notice that the change between ABS a CFS achieved almost 20 % in three
cases. Moreover, in the case of Embattled and Interoperable Forces, the difference
was more than 80 %. It inferred an inaccurate financial estimation of real task fulfilment
(applying especially to combat training or agglutination of combatant forces). Similar
mistakes can be uncovered, because the system was tested firstly. Differences were
considered again during a preparation for the next planning and budgeting cycle.
The greatest differences also show the greatest priorities of related strategic goals
(financial sources allocation steeply increased).

We can notice that a method of Management by Objectives was not accepted fully,
especially in the matter of personal mandatory expenditures (PME) and current life
support (CLS). PME should be included in every goal which is fulfilled by MoD staff.
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Expenditures allocated into CLS have a sense in case that an element
of the organizational structure provides minimally one appointed goal. Therefore, PME
and CLS should not be perceived separately but they should be included into relevant
goals (to make a sense in Management by Objectives system). To say more about the
implementation process, the Strategic Goals System was set up by the MoD top-
management and approved by the Minister of Defence (in MoD planning guidance).
During budgetary preparation, every strategic goal was elaborated into the framework
of the lower level goals. This framework was worked out into more detailed measures
and tasks. It created conditions for financial sources allocation in factually detailed
specification in reliable calculations. Every competent manager (Deputy Minister)
propounds documentation for the strategic goal filling (as an appointed part of MoD
budget proposal). Management by Objectives should bring a larger objectification.

CONCLUSION

The necessity to stabilize both MoD budget development and CZAF capability progress
arises from non-optimistic financial sources development and their unbalanced
diversification for goals and tasks (described in part 2 and 3). You could see 3 outputs
relating to financial sources allocation — financial (three basic expenditure categories),
factual (the Activity list system) and objective (strategic goals allocation
with measurable indicators for their fulfilment). There exists a movement from financial
to the factual point of view in direction to system of objectives. It also seems the MoD
prefers more effectiveness and economy than efficiency (it shall be balanced).
The financial point of view cannot give enough information for decision making.
The long-term used factual system (activities) was finally cancelled and replaced by
the system of Management by Objectives. It is obvious that an improvement
of the economic behaviour needs advancement (with regards to the state exchequer
system).

MoD budget preparation needs a fully functional system of planning and budgeting
which will be cohesive in its segregate phases. It will make it possible to have:
Well-balanced and effectively allocated sources for achievement of requested
capabilities;
Transparent tool for apology of the adequate amount of money for the MoD budget
to fulfil national and international defence level goals and tasks in face of the Czech
government.

That was why the MoD Board for Planning ordered to analyze regulations and
processes of planning (to implement WPD). It brought affirmation the MoD will
prepare (in a short time) an adequate methodical support of mid-term and short-term
planning processes and capability progress. It should bring a recipe how to minimize
negative impacts of the expected critical shortage of financial sources as sufficient
compromise between state budget savings and acceptable national and international
security level. A very debatable question is whether CZAF will obtain enough stability
minimally for the sustainment of requested capabilities.
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